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Age verification: a privacy nightmare!
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PETs solve privacy problems

Proving attributes (like age) in a privacy-
preserving way is a well-studied problem with 
well-understood solution 

Anonymous credentials
Attribute-based credentials
Verifiable credentials

Libraries for privacy-preserving proofs start 
popping (e.g., Google age verification)

Problem solved! or problem narrowed?
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PETs ONLY solve privacy problems
PETs cannot prevent circumvention

Trivial circumvention orthogonal to how age is proved/verified
 VPNs and off-band access to content
 Take mum’s ID, buy/rent accounts online

(and might worsen privacy: delegitimize VPNs to avoid circumvention) 
 
Focusing the discussion on privacy, prevents discussion on effectiveness
 - can we provide credentials to everyone? 
 - can we label content? 
 - can we implement widely? At what cost?

Is there a sweet win situation? Or is all lose-lose?
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PETs ONLY solve privacy problems

PETs cannot prevent censorship

Repurpose age verification: selecting values to target subpopulations

Censor by availability: PETs are not universal and not always inclusive
 May force adoption of particular vendors/software (centralization)
 

Induced censorship possibilities cannot be eliminated
PETs (in general security) can make it worse
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PETs ONLY solve SOME privacy problems

PETs cannot prevent privacy leaks outside of age verification
What are the privacy properties PETs provide in this context?
 Avoid collection of ID & biometrics

but cannot prevent current tracking practices based on meta-data

and it is one more attribute revealed (contribution to quasi identifier)
 e.g., EUDI Wallet

The discussion on privacy must address the big picture and point limits of 
protection
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PETs centralize power

PETs reduce freedom of application developers

PETs are advanced and complex – libraries become black boxes
 Functionality: the library determines what can be proven and how
 Formats: the library determines data formats for the application

Creation of dependencies on software provider (closed, too complex) 
 (or in the OS/Browser…)

Centralization is not only architectural. Libraries can become prisons. 
PETs are especially dangerous because by nature are restrictive
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What then?

Acknowledge that application-layer privacy is only one of the many problems 
around age verification (and we only talk here about technical issues)

Acknowledge the limitations of PETs: is a win-win possible?
 And also the risks: privacy-washing undesirable functionalities

Be careful with what you wish: privacy can turn an open market into a closed 
shop instead of bringing freedom 
 Standardization efforts must focus solutions that can truly be open
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