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User Behavior Toward Online Age Verification

e User behavior is legally relevant: Age verification laws aim to
protect minors, but adults’ access can be chilled if users don’t
perceive these systems to be trusted or usable

e Compliance doesn’t guarantee user adoption: Systems can
meet legal and technical requirements yet still fail if users
avoid, mistrust, or abandon age verification

e We provide behavioral evidence on how adults respond to age
verification
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RQs

We conducted a deceptive, between-subjects online experiment to
examine adults’ behaviors and attitudes when faced with age verification
while attempting to access a gambling site.

RQ1: How do different age verification methods affect users’ decisions to
access an online gambling site?

RQ2: How do disclosures of data handling practices affect those decisions?

RQ3: What are users’ attitudes toward different age verification
mechanisms?
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Preliminary Study Design

A + [

Experiment Survey
(participants randomly on attitudes and
assigned to % conditions) perceptions

® Recruited 99 U.S.-based participants (> 15 per condition)
from Prolific
e Took 10 minutes to complete with $2.50 for compensation
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Experiment Setup

Carnegie Mellon University Bet SIGrra
o The chips are stacked, the table’s set, and it's
D — | qualtrics™ | —— et mp
Before the action begins, we're required by law to verify your age

Prolifi
gl& l"Dl C You'll be redirected to our trusted partner, AgeGuardian, for a quick

check — and brought right back when you're done

recruited to

“evaluate usability o Verity Your Age
of gambling site” partial disclosure of
(deception!) study purpose; content gated by age

debrief provided e e -
ft : : verification before gaining
after experimen S ccess
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' Experiment: AgeGuardian

Q@ AgeGuardian

Transition Page

You must be 18+ to view this content

We are required to verify your age in compliance with local
regulations. To complete this step, please upload a
government-issued ID.

Verify with Your ID

© AgeGuardian. All rights reserved,

Privacy Policy

AV Requirement

€ Back

©

Take or Upload a Photo of Your ID

Choose how you'd like to verify your age.
Accepted documents include: U.S. driver's license,
passport, state ID, or permanent resident card,

@ Use Your Camera

B Uplcad a Saved Pholo

Upload Options
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Experiment: AgeGuardian

Scan Your ID

UL L
SNOWS W

Only web activity data was

Successful
collected, no photos were uploaded -
Photo Taking Loading Final Page
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' Experiment Conditions for RQ1

[27]

Checkbox

Self-Attestation Gov-ID
23+ 6+&
L J [ J
Gov-ID with Real-Time Selfie Al Age Estimation

for Identity Matching
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Experiment Conditions for RQ1

Let's Get Started
Bet Sierra has partnered with us to verify your age in line
with local regulations. To complete this step, please confirm «

the following statement:

“I certify that | am over 21 and meet the legal age C h ec kb OX

requirement for gambling in my jurisdiction.”
Self-Attestation

Verify Another Way
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Experiment Conditions for RQ1

2

Let's Get Started

Bet Sierra has partnered with us to verify your age in line
with local regulations. To complete this step, please upload a
government-issued ID.

Gov-ID

Verify with Your ID

Verify Another Way
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Experiment Conditions for RQ1

Let's Get Started r 1
Bet Sierra has partnered with us to verify your age in line I
with local regulations. To complete this step, please upload a L J

government-issued ID and take a real-time photo.

Gov-ID with Real-Time Selfie

for tdentity Matching

Verify Another Way
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Experiment Conditions for RQ1

Let's Get Started r -
Bet Sierra has partnered with us to verify your age in line @ +
with local regulations. To complete this step, please upload a L J

photo. We will use Al to estimate your age.

Verify with Photo

Verify Another Way

Al Age Estimation
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Evaluation Metrics

RQ1: How do different age verification methods affect users’
decisions to access an online gambling site™

® Measured completion rates

e Measured alternative path usage A ———

e Counted those who “returned” Toopt ot of st e vsficaton, s e 1o
the study on Prolific after e
consenting 2 R

CXAIIPIE COTIUTUUIL HILgl 1dle
Aﬁerna ive metho%l
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Completion Outcomes Across AV Methods

-
I_%///////// _

0% 20% 40% 60% 80% 100%
Percentage of Participants (%)
B Verified via Assigned Method  Verified via Alternative

Verified via Alternative without Access to Camera [ Returned
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Survey Setup

How would you like to proceed?

o Continue participating and proceed to ~ —,
the survey portion of the study ~

o ———— —
Those who did not Withdraw my data from the study and N

it immediatel .
return the study eximmediaiely Post-experiment

received a full debrief survey exploring

Keep my data in the study but do not attitudes
participate in the survey portion

O
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Attitudes and Perceptions

® Distrust of unfamiliar site collecting their data:

“I won’t be sharing any personal information or images
with companies that | don't trust.”

® Confusion about the multi-party architecture
e Self-attestation was easy to complete but not effective:

“Not requiring additional verification beyond my confirmation made
it seamless for me, but | have concerns with its ability to catch people
who are under 21 who will lie.

e Skepticism about Al age estimation accuracy:

“Al can glitch and ruin things for a lot of people.”



Limitations & Next Steps for Full Study

o

I¢
Un
du
be

“Even though the instructions said
this was a third-party site, Prolific's
rules say that gathering of such
participant Pll is not allowed...|
thought, I'm definitely NOT
uploading a photo of my ID”

QO

ITE’CFI‘\‘?/ /

___ facebook Ads

O
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' Limitations & Next Steps for Full Study

Carnegie
Mellon
University

Love romance movies?
Watch R-rated clips & take a
survey for a chance to win
$150

Gambling site typically
requires ID verification
for payment

v

RESTRICTED <2

CONTAINS NUDITY
AND SEXUAL CONTENT
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Takeaways

e Participants avoided methods they found intrusive or

technically demanding
e Participants distrusted unfamiliar parties collecting their data

e Multi-party architecture obscured user understanding of data
flows and accountability

Measuring User Responses to Age Verification Architectures:

Evidence from a Deceptive Online Experiment
Yanzi Lin, Vivianna Lieu, Cheng Zhang, Weigian Zhang, Lorrie Faith Cranor,
Sarah Scheffler
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