
Private and Decentralized Age Verification Architecture

Sof́ıa Celi
Brave Software & University of

Bristol

Kyle den Hartog
Brave Software

Hamed Haddadi
Brave Software & Imperial College

London

Christian Knabenhans
EPFL

Elizabeth Margolin
University of Pennsylvania

Abstract

Today, it’s widely acknowledged that we face serious chal-
lenges in controlling what content is accessible to children
online, and more importantly we currently lack effective tools
to address this in a privacy-preserving and effective way. The
core difficulty lies in the tradeoffs involved. But if we approach
the problem thoughtfully, we can strike a balance: preserving
the Web’s openness and user agency, minimizing unnecessary
data collection and privacy harms, and empowering guardians
(whether parents, teachers, or school IT administrators) to
better manage what children are exposed to. In doing so,
we might even unlock broader benefits, such as combating
misinformation, and curbing manipulation and fraud by bots
or foreign actors. These are ambitious goals: but how do we
make them a reality?

1 Introduction

Efforts to protect children online frequently converge on the
concept of age verification. However, the prevailing framing
of this challenge (verifying the user’s age to gate access to
content) conflates multiple underlying issues into a single,
overly rigid mechanism. As a result, current proposals of-
ten compromise user privacy, enforce centralized authority,
and fail to scale effectively across the Web’s decentralized
infrastructure.

To build a system that upholds core Web values, such
as user agency, privacy, and openness, we must reframe the
problem. What is commonly referred to as“age verification” is
in fact a fusion of two distinct but interconnected challenges:

• The Content Moderation Problem [21, 23, 24, 40]: How
can content be restricted in a technically enforceable,
scalable, and verifiable privacy-preserving manner? How
does it match user-expectations, interpretations of online
harm that across cultures [25], communities [42], and
individuals; and interface design?

• The Guardianship Problem: Who decides what content
should be restricted, and by what mechanism is that
decision enforced?

In the sections that follow, we explore these two problem
domains. We first examine the limitations and opportuni-
ties surrounding content moderation on the Web. We then
address the guardianship challenge, highlighting how enforce-
ment mechanisms can be decentralized and tailored to reflect
local values and preferences. Finally, we show how this mod-
ular approach leads to a more robust, equitable, and scalable
framework for protecting children online, and how it may

also generalize to broader challenges, such as curbing misin-
formation and automated fraud.

2 The Content Moderation Problem

The content moderation problem can be broadly defined
as the technical and policy challenge of enabling users (or
services acting on their behalf) to filter, block, or otherwise
regulate access to specific content on the Web due to its
perceived harmful nature. Although the conceptual goal is
straightforward, current approaches are limited both in scope
and in scalability. Most notably, the ability to filter content
remains inconsistent across platforms, lacks standardization,
and often depends on brittle or non-generalizable heuristics.
At a practical level, comprehensive and fine-grained content
moderation remains computationally infeasible for all but
the largest content providers. As a result, most solutions rely
on coarse-grained techniques, such as domain-level filtering,
or employ simplistic rule-based systems.

One example is network-level content filtering [22, 26], most
commonly implemented at the DNS layer. Internet Service
Providers (ISPs) often use this method to block access to
domains associated with malicious or illegal activity. End
users may configure similar protections using tools like PiHole
or through DNS-based features embedded in consumer VPNs.
These systems are primarily used to block malware, trackers,
or advertising domains, and operate at a level of abstraction
that lacks semantic understanding of the actual content.

Site-level moderation tools [18] are also available but tend
to be platform-specific and highly fragmented. Common fea-
tures include block, mute, filter, and report functionalities.
For instance, a user on social media may choose to block
another user, mute specific keywords (e.g., “Elon Musk”), or
report posts labeled as Not Safe For Work (NSFW). These
mechanisms, while effective in limited contexts, vary widely
across platforms in terms of availability, usability, and enforce-
ment consistency. Some modern platforms adopt a heuristic-
driven model that prioritizes and filters content based on
domain-level reputational signals. These systems are typically
underpinned by manually curated lists, originally intended
for adblocking, which are maintained by a small number of
contributors. While effective for certain categories of content
(e.g., advertisements or malware), these approaches do not
scale well to the full semantic range of content requiring
moderation.
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Fundamentally, content moderation poses a semantic and
normative challenge that resists centralized enforcement. Cen-
tralized service providers, by acting as arbiters of classifica-
tion, introduce bottlenecks and introduce both interpretive
and logistical limitations. Two central questions illustrate
the depth of this problem:

(1) Who determines whether content is classified cor-
rectly? Manual classification introduces subjectivity
and variability across moderators, while algorithmic
approaches (such as those based on machine learning
classifiers) are limited by biases in training data and
the inherent opaqueness of model decisions.

(2) How can moderation mechanisms apply across the long-
tail of the Web, including small-scale or decentralized
platforms and real-time media such as livestreams?
In these contexts, jurisdictional complexity and tech-
nical limitations render centralized enforcement im-
practical or ineffective.

Historical analogs, such as the discretionary censorship
reveal a persistent dynamic: enforcement, even when techno-
logically mediated, is ultimately subject to the discretion and
interpretation of the censor. This creates a structural vulner-
ability to the so-called chilling effect, in which individuals
self-censor in anticipation of punitive action. Consequently,
centralized architectures for content moderation not only
struggle with scale and accuracy, but may also exacerbate
harms to user autonomy and freedom of expression. These
limitations underscore the need for alternative, decentralized
approaches that better align with the principles of privacy,
scalability, and moral pluralism.

A critical but often overlooked dimension of content moder-
ation debates is the rights of children themselves [39]. While
much of the discourse on online safety is framed around pro-
tecting minors from explicit or harmful content, typically
invoking examples such as pornography or violent media,
the same regulatory tools and rhetorical framings are fre-
quently weaponized to restrict access to identity-affirming or
informational resources. In several jurisdictions, laws justi-
fied under the banner of “child protection” have been used to
block or remove content related to LGBTQ+ identities [5, 37],
gender-affirming healthcare, and sexual education. This raises
profound ethical and political concerns about who defines
what is “child-appropriate” and on whose behalf those de-
cisions are made. The appeal of a decentralized, user- or
guardian-configurable content moderation framework is that
it resists the imposition of a singular moral standard dic-
tated by centralized actors: whether governments or platform
owners.

3 The Guardianship Problem

Complementary to the content moderation problem is what
we refer to as the guardianship problem. This problem centers
on a fundamental normative and architectural question: who
determines which content should be accessible to which users,
and how that decision is enforced in practice.

Contemporary approaches to age verification (as codified
in numerous legislative efforts across jurisdictions) typically
assume that governments should serve as the primary author-
ity in defining and enforcing access control to online content.
This is operationalized by imposing legal obligations on cen-
tralized service providers (often referred to as relying parties)
to verify the age of users and regulate access accordingly.
These providers, in turn, are incentivized to comply under
the threat of regulatory penalties.

At a technical level, most current systems adopt a model
based on third-party attestation. Under this approach, a
trusted third party issues a credential or assertion regarding
a user’s age or eligibility. This credential is then presented
by the user to the service provider to gain access to content
gated by age or other regulatory criteria. However, these sys-
tems are typically implemented in a centralized, server-side
fashion. Credentials are issued by a limited set of recognized
authorities (henceforth, the “issuer”), and verification occurs
over the plaintext data (with access to the full information on
the credential and identity of the issuer) on the server hosting
the gated content. This architecture carries significant impli-
cations: it effectively shifts the locus of guardianship away
from individuals (e.g., parents, teachers, or local institutions)
and toward centralized issuers and content providers, who
must enforce content policies uniformly across all users. In
doing so, these actors are forced to apply a single set of moral
and regulatory judgments across a globally heterogeneous
user base.

Such an arrangement introduces further several concerns.
First, it risks eroding user agency by denying guardians closer
to the user the ability to enforce content policies that reflect
local values or individual preferences. Second, it introduces
privacy risks, as users must disclose sensitive personal at-
tributes (e.g., age and any fields that the credential has) and
the identity of the issuer (which introduces risks in terms
of deanonymizing the user via its citizenship, for instance)
to access content. Finally, centralized guardianship mecha-
nisms are structurally misaligned with the decentralized and
user-centric ethos of the Web, limiting their effectiveness and
scalability in heterogeneous environments.

This motivates the need for alternative models of guardian-
ship that decentralize enforcement authority, preserve indi-
vidual agency, and reduce reliance on centralized verification
infrastructures.

3.1 Limitations of Digital Credential Frameworks

Recent regulatory proposals, such as the European Union’s
Digital Identity Framework 1 (eIDAS 2.0) [15] and similar ef-
forts in the UK [38], US [27, 34, 35], Canada [8], Australia[3],
and elsewhere, emphasize digitally verifiable credentials, par-
ticularly those augmented with privacy-preserving primitives
such as zero-knowledge proofs (ZKPs) [2], as a foundation
for online age verification and content access control. These
frameworks envision users receiving cryptographically signed

1See a response of cryptographers to it [30].
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attestations (e.g., of age, residency, or citizenship) from autho-
rized entities, which they can then present to online services
to demonstrate eligibility. Similar cryptographic mechanisms
are being explored in academic and industry contexts, par-
ticularly in blockchain systems:

• zk-TLS: Systems such as [1, 13, 29, 43, 45, 46] allow a user
to commit to a TLS session transcript and later prove
facts about their interaction with an unmodified web
service (e.g., account balances), enabling the construction
of web-based oracles for smart contracts.

• zk-Authorization: Tools like zkLogin [9] and zkCreds [36]
allow users to prove properties about a JSON Web Token
(JWT) from an OAuth or OpenID provider, without
revealing the token itself.

• zk-Compilation: Proofs that an executable or bytecode
(e.g., ELF, WASM) corresponds to a known source and
compiler toolchain [16], supporting provenance and au-
ditability.

• zk-Optimization: Systems such as Otti [6] allow proving
that a private optimization process (e.g., university ad-
missions) was computed according to committed policies
and inputs, without revealing the inputs.

• zk-Middleboxes: Given a commitment to network proto-
col streams (e.g., DNS), a sender can prove that traffic
satisfies policies without revealing its content [20, 33, 44].

Despite these advances, credential-based systems face mul-
tiple limitations in both theory and deployment.

Security fragility. The use of ZKPs in these systems re-
mains fragile. Many cryptographic protocols described as
‘zero-knowledge” in academic literature do not satisfy rigorous
formal definitions (are not zero-knowledge—which preserve
privacy– or are not sound–which prevents forgeability–) or
composability guarantees [12, 14, 17, 28, 32]. Moreover, their
security often relies on idealized models (e.g., the random
oracle model), and negative results exist for general compos-
ability in more realistic models [10, 11, 19]. Implementation is
also non-trivial: many ZKP systems, even well-audited ones,
have suffered from subtle vulnerabilities [31].

Insufficient privacy guarantees. ZKPs do not guarantee
meaningful privacy unless applied carefully and correctly [41].
For example, a proof that a user’s age lies in the range 20–21
may inadvertently disclose that the user is indeed 21. In
practice, even semantically “private” range proofs may leak
significant information based on how they are constructed or
interpreted. Moreover, privacy loss can compound over time
when multiple proofs are issued across a temporal sequence.
For instance, a user who first proves their age is between
20 and 21, and then two months later proves they are over
21, has effectively disclosed a narrow interval for their ex-
act date of birth. This temporal leakage highlights the need
for systems to manage privacy through change, not just in
isolated proofs, but across repeated interactions. Providing
users with transparency about the cumulative privacy loss

from sequences of attribute-based disclosures, and establish-
ing baseline guarantees of unlinkability across sessions, will
be essential to the safe deployment of such systems.

Furthermore, if not applied with appropriate scoping con-
straints, ZKP systems can devolve into a form of client-side
scanning [4], where arbitrary attestations are made about
the contents of committed data such as TLS transcripts,
JWT tokens, or digital credentials. Such attestations may
inadvertently break the security or privacy guarantees of the
underlying protocol or data structure. It must therefore be
verifiable, and externally auditable, that the statement being
proved does not enable indirect deanonymization or policy
circumvention.

Centralization and inclusion risks. These systems often
rely on a small set of recognized credential issuers (e.g.,
governments, telecom providers, account providers). Only
credentials from these issuers are accepted by relying par-
ties, leading to exclusion of individuals without formal IDs,
residence, or institutional affiliation. Moreover, the issuer’s
identity is usually disclosed to the verifier, which itself may
leak sensitive information, such as citizenship or jurisdiction.

Parsing and semantic mismatch. A central, and often un-
derappreciated, limitation in current ZKP-based systems lies
in the semantic gap between low-level commitments (e.g., raw
byte streams) and the structured data representations over
which the zero-knowledge proof is intended to operate. Many
existing systems implicitly assume that the input is already
well-formed: for example, that a JSON object adheres to
the appropriate grammar [9, 46], or that a digital credential
conforms to a standardized syntax2. However, in the absence
of formal guarantees about parsing correctness, malformed or
adversarially crafted byte streams can undermine soundness.
For instance, zkLogin [9] assumes that JSON keys do not
contain escape characters, violating this assumption enables
attacks that can break the system’s security.

To mitigate these issues, some systems reveal select por-
tions of the data to the verifier for direct inspection, but this
undermines the core privacy properties that ZKPs are meant
to preserve. Moreover, the challenge is not only in verifying
the presence of a particular value (e.g., an age number value),
but also in verifying its position and context within the docu-
ment structure. For example, a valid proof must ensure that
the age value appears as the value associated with a top-level
“age” key, rather than being nested under an unrelated field
or fabricated through structural ambiguity. Without formally
verified parsing, the proof system cannot soundly claim that
the input satisfies the intended property.

Additional ecosystem limitations. Several further challenges:

• Lack of protocol standardization: No widely adopted ZKP
protocol stack exists across jurisdictions or vendors, ham-
pering interoperability.

2A recent work [7] tackles this problem in an efficient and correct
manner.
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• Interoperability concerns: Even compatible schemes vary
in encoding, supported predicates, and proof formats,
fragmenting the ecosystem.

• Revocation challenges: Privacy-preserving revocation mech-
anisms are underdeveloped and hard to integrate with
unlinkability guarantees.

• Trust ambiguity: Even with ZKPs, the verifier must know
whether to trust the issuer, reintroducing central trust
dependencies.

• Poor user experience: Asking users to configure selective
disclosure or predicate proofs creates cognitive and UX
burdens.

The above concerns are not meant to dismiss the value of
zero-knowledge proofs, which remain a powerful and essential
tool in privacy-preserving system design. Rather, they high-
light the risks of deploying ZKPs “out-of-the-box,” without
rigorous formal verification, comprehensive security analysis,
user-centered interface design, and thoughtful integration
into the broader system architecture.

Empowering Users in the Proof Generation Process. Be-
yond the limitations outlined above, we believe there is sig-
nificant promise in interaction models that give users greater
visibility and agency in the proof-generation process itself.
One promising design pattern is to allow the user to inspect
and possibly modify the statement to be proved before it
is compiled into a zkCircuit 3. In this model, the user is
not simply asked to passively authorize a proof of possession
of some attribute (e.g., age, location, or citizenship), but
is empowered to participate in constructing the proof in a
transparent way.

More advanced variants can allow the user to not only
inspect the statement but also modify the data being passed
into it. In such cases, the application mediating the proof can
additionally construct a zero-knowledge proof of equivalence
between the original (private) and modified (public) values.
This proof ensures that the semantic meaning of the original
predicate is preserved, even under redacted or transformed
inputs. The transformed data and the equivalence proof are
then jointly passed to the authentication or relying-party
system for verification.

This interaction pattern supports both privacy and user
autonomy: users gain meaningful insight into what is being
proved, and can validate or sanitize the inputs before the proof
is constructed. Trust in the compilation and transformation
process can be distributed across trusted third-party tooling,
formal verification pipelines, or endorsement schemes, adding
flexibility while maintaining integrity.

4 An Alternative Approach

A more private, decentralized, and principled solution to the
challenges of filtering via age verification becomes possible

3A zkCircuit is a low-level, fixed-function representation of a computa-
tion compiled into arithmetic constraints suitable for zero-knowledge
proving systems. It encodes a specific function or statement as an
arithmetic circuit, usually defined over a finite field, where proving
involves showing that a secret input (the witness) satisfies the circuit
constraints.

when we disentangle the content moderation and guardianship
problems and address them independently.

To address the content moderation problem, we begin with
the assumption that content can be classified into granular
categories (e.g., safe, unsafe, adult, violent, etc.). This
assumption holds whether moderation occurs through cen-
tralized mechanisms (e.g., server-side filtering based on age-
verification credentials) or decentralized ones, such as client-
side filtering informed by curated content lists. In current
practice, privacy-preserving mechanisms such as SafeBrows-
ing and adblocking systems (e.g., EasyList, uBlock Origin,
Brave Shields) rely on domain-level heuristics to filter re-
quests in the browser. While limited in semantic depth, these
heuristics have proven effective in many contexts. More recent
developments, such as SafeBrowsing v5 in Google Chrome,
introduce on-device real-time classification to detect mali-
cious or harmful content. This paradigm could be extended to
encompass other content types by, for example, introducing
semantic classification tags in HTML served by websites. A
client-side browser engine could then consult user-defined
or guardian-enforced policies to determine whether content
should be rendered, blurred, blocked, or require additional
approval.

Such a system would support a more generalizable, user-
centered form of content filtering. Individual users could
define personal filters (e.g., blocking all mentions of a spe-
cific public figure), or subscribe to third-party curated lists
tailored to particular moral, cultural, or informational goals.
Importantly, this approach satisfies the principle of agency by
default: the system would be opt-out rather than mandatory,
allowing users to configure their experience or defer it to their
trusted entities.

However, in the context of child protection, the challenge
lies in ensuring that such settings cannot be easily circum-
vented. Here, the guardianship problem becomes relevant.
Existing enforcement mechanisms in educational contexts
(such as device management and network-level filtering by
IT administrators) can be extended to support system-level
configuration of content moderation policies. If integrated
into the operating system, such policies could propagate to
applications (e.g., browsers, games) in a uniform and en-
forceable manner. In this model, the browser would default
to blocking content that cannot be confidently classified as
appropriate. Guardians (e.g., parents, teachers, or school IT
administrators) could authorize temporary access through
explicit override mechanisms, or configure the system to log
access attempts for later review. For bring-your-own-device
(BYOD) scenarios, guardians could configure devices through
mobile device management (MDM) solutions or consent to
remote provisioning policies from trusted institutions. This
architecture decentralizes enforcement, allowing guardian-
ship to be delegated to a broad and diverse ecosystem of
actors. Rather than relying on centralized institutions to
issue and verify credentials, enforcement can be grounded in
local norms and preferences. For example, some parents may
choose to allow access to sensitive educational material, while
others may restrict access to certain topics. This flexibility
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avoids the imposition of monolithic content standards and
mitigates the identity politicization that often accompanies
centralized regulatory schemes.

Privacy-preserving digital credentials still play a role in
this architecture, but the trust model shifts. Instead of re-
quiring issuance by a globally recognized authority (e.g., a
government agency), credentials can be issued by authorized
guardians identified via decentralized identifiers (DIDs). For
instance, a teacher could issue a temporary access credential
from a managed device to permit a student to view a specific
website. The browser (or application) acts as the verifier of
this credential, and the device’s operating system serves as
the holder. Because the number of trusted issuers is bounded
by the configuration of the device, there is no need to establish
global interoperability between all credential authorities.

From the user’s perspective, the experience remains seam-
less. If a child attempts to access gated content, and no valid
credential is available, the content is blocked (e.g., via a
browser interstitial or page blurring). A credential request
can then be issued to the guardian’s device, which prompts
for approval with contextual information (e.g., target site, du-
ration of access, logging preferences). This mechanism enables
fine-grained, consent-based access control, with transparency
and auditability configurable by the guardian.

This architecture satisfies key privacy goals by avoiding
server-side access to user credentials and personal informa-
tion. Sites are not required to learn users’ ages, identities,
or guardian relationships. Their role is limited to tagging
content, either manually or via automated tools, with ap-
propriate classification metadata. Regulators may still issue
guidelines for classification schemes, but ultimate enforcement
lies with the user or guardian, not with the server.

Note however that while decentralization offers important
benefits in resisting centralized censorship and enabling local
control, it also introduces risks when enforcement authority
is delegated to entities that may themselves act oppressively
or discriminatorily. For instance, entrusting schools or par-
ents with full guardianship over content access can result in
restrictions on identity-affirming information, particularly for
LGBTQ+ youth. In certain jurisdictions, school administra-
tions have used filtering tools to block access to resources on
gender identity, sexual health, or queer advocacy, under the
guise of protecting children. Similarly, parental control tech-
nologies can be weaponized to isolate, or suppress a child’s
access to affirming or educational content: a phenomenon
that some scholars and advocates have described as a form
of intimate digital violence.

These scenarios illustrate a key tension in decentraliza-
tion: while it dismantles centralized, one-size-fits-all content
regimes, it may also re-inscribe hierarchical power structures
within the family or local institutions. The challenge, then,
is to design systems that uphold children’s rights to informa-
tion [39] while still allowing for age-appropriate protections.
This might require new forms of accountability, transparency,
and recourse—such as allowing children to appeal filtering

decisions, or integrating multiple guardian roles (e.g., involv-
ing educators, counselors, or rights advocates) to mitigate
the risks of unilateral control.

In sum, by reassigning roles in the content access trust ar-
chitecture, we enable a more decentralized, privacy-preserving,
and morally pluralistic system. Users can choose whether to
self-moderate, delegate moderation to trusted third parties,
or defer decisions to guardians. Credential issuance becomes
local and ephemeral, rather than centralized and persistent.
This approach not only strengthens protections for children
online, but also provides a blueprint for addressing other
forms of content-related harms (such as misinformation)
through decentralized and agency-preserving mechanisms.
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