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FIRST Conference – ISOC – CARIS Workshop

ACDC European Cyber Defence Pilot Experience

Ulrich Seldeslachts , 

Berlin, June 19th, 2015

2

Source : Unit42, PA Wildfire, Threat Trend December 2014

Possible Origin

Avg Malicious Sessions / day per vertical

Constantly Under Attack

Sources : www.botvrij.be – digitalattackmap.com

Source : GlobalThreatMap Today

http://www.botvrij.be/
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Botnets ?

© Leaders in Security – LSEC, 2014, Public – Closed User Group Distribution,  p 5

Source : PCWorld

What Botnets do

© Leaders in Security – LSEC, 2014, for ACDC – public , p 6
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Botnet 1 : Centralised

Source : ENISA, 2011 : Botnets : Detection, Measurement, ...

Botnet 2 : P2P 

Botnet 3 : Fast Flux Botnet 4 : Locomotive  

© Leaders in Security – LSEC, 2014, for ACDC – public , p 7

Botnet History

© Leaders in Security – LSEC, 2014, Public – Closed User Group Distribution,  p 8 Source : RAND, Market for CyberCrime, 2014
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Bots?

© Leaders in Security – LSEC, 2014, Public – Closed User Group Distribution,  p 9 Source : RAND, Market for CyberCrime, 2014

Botnets today ? DDoS

© Leaders in Security – LSEC, 2014, Public – Closed User Group Distribution,  p 10Source : Incapsula, Imperva, 11/2014
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Botnets tomorrow : More Sophistication

© Leaders in Security – LSEC, 2014, Public – Closed User Group Distribution,  p 11

• Volumetric DDoS Attacks – brute force – with increasing amplification ?
• DNS Infrastructure Attacks? – dns resolver cache flood - taking down 

nameservers ?
• HTTP attacks – brute force against webservers ?
• Malicious Payloads – exploit server vulnerabilities – ShellShock

• Weaponize Attacks
• AWS Botnet ? 
• New Large Botnets

Should we pick 1 ? 
Source : Cloudfare, December 2014 (Botconf)

Botnet is Big Business : Example RBN

12

Source : Cyberdefcon 03/2014 at LSEC, Infosecurity

© Leaders in Security – LSEC, 2014, Public – Closed User Group Distribution,  p 12
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Using webservices, Botnet as a Service, … 

Source : McAfee, Cybercrime Exposed, October 2013© Leaders in Security – LSEC, 2014, Public, p 13

Doesn’t impact your business?

14

Source : IBM, X-Force Trends Report 09/2013© Leaders in Security – LSEC, 2014, Public, p 14
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Attribution : top causes of data breaches 2012 - 13

Source : ISTR, October 2013, www.lsec.be© Leaders in Security – LSEC, 2014, Public, p 15

But who cares? – Business ? – not really

Source : LSEC, Innovations, Websense, 09/13© Leaders in Security – LSEC, 2014, for ACDC – public , p 16
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Should we even care?

17

Source : LSEC ACDC, Cyberdefcon March 2013© Leaders in Security – LSEC, 2014, for ACDC – public , p 17

Carna Botnet : 420.000 bots – a research project

18

Source : LSEC, ACDC, Cyberdefcon 03/2013© Leaders in Security – LSEC, 2014, for ACDC – public , p 18
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The point?

19

Source : Marc Elsberg, Blackout, 2013© Leaders in Security – LSEC, 2014, for ACDC – public , p 19

Global Threat Map Today

Source : Hostexploit, March 2014© Leaders in Security – LSEC, 2014, for ACDC – public , p 20
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Botnet Relevance for Business

Source : various, GoDaddy, Checkpoint© Leaders in Security – LSEC, 2014, for ACDC – public , p 21

Why Information Sharing?

Business Case components for trusted sharing

© Leaders in Security – LSEC, 2014, Public – Closed User Group Distribution,  p 22
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© Leaders in Security – LSEC, 2014, Public – Closed User Group Distribution,  p 23

Source : Forrester Research, 2014

© Leaders in Security – LSEC, 2014, Public – Closed User Group Distribution,  p 24

Not alone … need to differentiate
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The need for Active Defense

Source : RSA Conference, OpenDNS, 02/14

© Leaders in Security – LSEC, 2014, Public – Closed User Group Distribution,  p 25

The Threat landscape

Source : Symantec,  Deepsight EWS, 2012

© Leaders in Security – LSEC, 2014, Public – Closed User Group Distribution,  p 26
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Threat landscape

Source : Symantec,  Deepsight EWS, 2012

© Leaders in Security – LSEC, 2014, Public – Closed User Group Distribution,  p 27

Threats are BIG

Velocity

Velocity

Volume

Variety

© Leaders in Security – LSEC, 2014, Public – Closed User Group Distribution,  p 28
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The Methodology : 1 Collect and Store 
Security Data

Source : LSEC Big Data, IBM  0/14

Monitor Everything
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© Leaders in Security – LSEC, 2014, Public – Closed User Group Distribution,  p 29

The Methodology : 2 Real-time and historical
analysis

Source : LSEC Big Data, IBM  0/14

Captured

Detected

Inferred

Descriptive 

Analytics

Decision 

modeling

Historic and 

Predictive 

Analytics

Data Information

• What 
happened?

• How many, 
how often, 
where?

• What exactly 
is the 
problem?

• What is the 
impact?

• Has it 
happened 
before?

• What if these 
trends 
continue?  

• What might 
happen next? 

• What actions 
can we take?  

• How can we 
avoid this in 
future?

• How can we 
mitigate risk?

© Leaders in Security – LSEC, 2014, Public – Closed User Group Distribution,  p 30
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Operations Incident Handling

Source : LSEC Hardening, CrossRoad 03/14

© Leaders in Security – LSEC, 2014, Public – Closed User Group Distribution,  p 31

Operations Incident Handling : reducing
attacker free time

Source : LSEC Big Data, RSA, 01/13
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Source:  NERC HILF Report, June 2010 (http://www.nerc.com/files/HILF.pdf)
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© Leaders in Security – LSEC, 2014, Public – Closed User Group Distribution,  p 32
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Big Data in Security Events

Source : RSA Conference, Intel 03/14

* Indicator of Compromise

© Leaders in Security – LSEC, 2014, Public – Closed User Group Distribution,  p 33

Analysis of incidents and threats

* Indicator of Compromise

Source : RSA Conference, Intel 03/14

© Leaders in Security – LSEC, 2014, Public – Closed User Group Distribution,  p 34
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Breach Notification – required / voluntary

https://www.gov.uk/government/news/government-launches-
information-sharing-partnership-on-cyber-security

http://www.networkworld.com/news/2013/091213-hack-
victims-273795.html?page=2

http://eeas.europa.eu/policies/eu-cyber-
security/cybsec_directive_en.pdf

© Leaders in Security – LSEC, 2014, Public – Closed User Group Distribution,  p 35

Example Regulatory : Telecom 

© Leaders in Security – LSEC, 2014, Public – Closed User Group Distribution,  p 36
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Those looking to multiply their knowledge, 
should be prepared to share some first

© Leaders in Security – LSEC, 2014, Public – Closed User Group Distribution,  p 37

Example Voluntary – Information Sharing

© Leaders in Security – LSEC, 2014, Public – Closed User Group Distribution,  p 38
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Example Voluntary – Information Sharing

© Leaders in Security – LSEC, 2014, Public – Closed User Group Distribution,  p 39

Source : LSEC – NCSC, InfoSharing, MACSSA, 2014

Information Sharing : NISP Survey Results

© Leaders in Security – LSEC, 2014, for ACDC – public , p 40 Source : NISP,  WG2, 3rd plenary, 04.14
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Howto : Incident Management Tools 

Effective Cyber Threat Intelligence 
and Information Sharing

http://stix.mitre.org/
© Leaders in Security – LSEC, 2014, for ACDC – public , p 41

Information Sharing : commonalities, no conflict

http://stix.mitre.org/

© Leaders in Security – LSEC, 2014, Public – Closed User Group Distribution,  p 42
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ACDC – Join the community !

US DHS – FIRST – ADCC – LSEC July 2014

Representatives of NATO, industry, end users, CERTs, … 

ACDC

Advanced Cyber Defence Center

© Leaders in Security – LSEC, 2014, Public – Closed User Group Distribution,  p 44
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Fragmented response

Source : ENISA, 2012 : DG INFSO CIP PSP 

© Leaders in Security – LSEC, 2014, Public – Closed User Group Distribution,  p 45

46
© Leaders in Security – LSEC, 2014, Public – Closed User Group Distribution,  p 46

28 partners – 14 countries
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WP2 Pilot Components & Technology Development

Tools : 
(1) Sensors and detection tools for networks
(2) Systems Infections – infected websites analysis
(3) Device Detection and mitigation – multi-purpose tools for end users
(4) Centralized Data Clearing House and
(5) Pan-European Support Centre,

T2.1: Establishing and Management of Pilot Governance Group. (LSEC) [M01-M27]
T2.2 : Developing Technology Framework (ATOS) [M01-M06]
T2.3 : Developing Pilot Component Task Forces (LSEC) [M01-M21]
T.2.4 : Pilot Component Developments (LSEC, TID) [M03-M23]
T2.5 : Change management (LSEC) [M06-M27]
T2.6 : Component Development Quality control management (LSEC) [M06-M27]

© Leaders in Security – LSEC, 2013, Private & Confidential, p 47

© Leaders in Security – LSEC, 2014, Public – Closed User Group Distribution,  p 47

© Leaders in Security – LSEC, 2014, Public – Closed User Group Distribution,  p 48

AC up to today – DC 
1. Achievement Highlights

1. Collaboration 28 partners, 14 countries, +40 external partners 
2. Sensors operational, sensing, analyzing, reporting locally & 

sending data to Central Clearing House (CCH) 
3. New sensors installed & operational (eg Darknet)
4. CCH operational and collecting and transmitting data (JSON, 

YAML), STIX integration
5. Decentralized Data Analysis with 6 different industrial partners
6. Reporting into CERTs, ISP’s, LEA’s … end users 
7. Setup of 11 National Support Centers 
8. Different resulting tools : Mobile, Ransomware, Website Check, … 

2. Challenges Highlights
1. Regulatory Framework : Data Protection vs Monitoring 

1. Consent 
2. Controlled : 

1. ISPs – CERTs by exception 
2. Industry – delegated 

2. Performance & Capability of Detection & Takedown
3. Sustainability of the Community : sign up today!
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CARNet creates identified threat information and sends the information 
to ACDC

CCH 

The XLAB Android IDS infrastructure queries the CCH to 
obtain threat information provided by CARNet and blocks 
access to suspicious sites.

Data Sharing : Example & Effect

© Leaders in Security – LSEC, 2014, Public – Closed User Group Distribution,  p 49

XLAB Mobile IDS : Device Monitor 

© Leaders in Security – LSEC, 2014, Public – Closed User Group Distribution,  p 50

Source : K&A Virus Tracker, Botconf 2014

Source : ACDC Internal, XLAB, 2014
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www.xlab.si

Available on Google Play Store

• https://play.google.com/store/apps/details?id
=eu.acdc.xlab.devicemonitor

• Demo videos: http://x.k00.fr/zmprk

ATOS AHPS, commercial SIEM

52

Tools in Production to Solutions

© Leaders in Security – LSEC, 2014, Public – Closed User Group Distribution,  p 52
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© ATOS, 2014

https://play.google.com/store/apps/details?id=eu.acdc.xlab.devicemonitor
http://x.k00.fr/zmprk
https://play.google.com/store/apps/details?id=eu.acdc.xlab.devicemonitor
https://play.google.com/store/apps/details?id=eu.acdc.xlab.devicemonitor
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ATOS Netflow Behavorial Analysis 

Tools in Production to Solutions

© Leaders in Security – LSEC, 2014, Public – Closed User Group Distribution,  p 53
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© ATOS, 2014

A Darknet is a portion of routed, allocated IP 
space in which no active services or servers 
reside. These are "dark" because there is, 
seemingly, nothing within these networks.

A Darknet does in fact include at least one 
server, designed as a packet vacuum. This 
server gathers the packets and flows that 
enter the Darknet, useful for real-time 
analysis or post-event network forensics.

Any packet that enters a Darknet is by its 
presence aberrant. No legitimate packets 
should be sent to a Darknet. Such packets 
may have arrived by mistake or 
misconfiguration, but the majority of such 
packets are sent by malware and BOTNETS!

Darknet Subpilot

© Leaders in Security – LSEC, 2014, Public – Closed User Group Distribution,  p 54



8/04/2015

28

55
© Leaders in Security – LSEC, 2014, Public – Closed User Group Distribution,  p 55

Darknet Subpilot

• Darknet Results : Most Seen ASN’s

• Providing Input into : Hostexploits Report on Zeus Botnet

Source :  http://hostexploit.com/, March 2014

https://www.check-and-secure.com/completion/_de/index.html

User Tools & impact

http://www.check-and-secure.com

© Leaders in Security – LSEC, 2014, for ACDC – public , p 56

http://hostexploit.com/
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https://www.initiative-s.de/de/index.html

https://www.initiative-s.de/de/index.html

User Tools & Impact

© Leaders in Security – LSEC, 2014, for ACDC – public , p 57

58

www.botvrij.be

antibot.hr

www.botfrei.de

© Leaders in Security – LSEC, 2014, Public – Closed User Group Distribution,  p 58
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www.botfree.eu

Connecting users to 

solutions through a set 
of European support 

centres

ACDC Online 1 : End User

© Leaders in Security – LSEC, 2014, Public – Closed User Group Distribution,  p 59

www.acdc-project.eu

Operating as a European pilot project

ACDC Online 2 : Project

© Leaders in Security – LSEC, 2014, Public – Closed User Group Distribution,  p 60
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• Operating as a community

• Joining forces to fight botnets

• Sharing intelligence 

• Learning from tools & technologies and effects 

• Expert network

https://communityportal.acdc-project.eu

ACDC Online 3 : Community

© Leaders in Security – LSEC, 2014, Public – Closed User Group Distribution,  p 61

https://communityportal.acdc-project.eu

ACDC Online 3 : Community

© Leaders in Security – LSEC, 2014, Public – Closed User Group Distribution,  p 62
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ACDC Online 4 : Future CCH Connection 

© Leaders in Security – LSEC, 2014, Public – Closed User Group Distribution,  p 63

Internet Security Days

ACDC Online 3 : Community

© Leaders in Security – LSEC, 2014, Public – Closed User Group Distribution,  p 64
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ACDC Online 3 : Community

© Leaders in Security – LSEC, 2014, Public – Closed User Group Distribution,  p 65

About LSEC

© Leaders in Security – LSEC, 2014, Public – Closed User Group Distribution,  p 66
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About LSEC & the Belgian R2GS Chapter

Ulrich Seldeslachts , 

Paris, December 17th, 2014

© Leaders in Security – LSEC, 2014, Public – Closed User Group Distribution,  p 68
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http://www.lsec.be/index.php/expert/expert/zetes/
http://www.lsec.be/index.php/expert/expert/zetes/
http://www.lsec.be/index.php/expert/expert/is4u_identity_and_access_management/
http://www.lsec.be/index.php/expert/expert/is4u_identity_and_access_management/
http://www.lsec.be/index.php/expert/expert/ucl_crypto_group/
http://www.lsec.be/index.php/expert/expert/ucl_crypto_group/
http://www.lsec.be/index.php/expert/expert/eid_company/
http://www.lsec.be/index.php/expert/expert/eid_company/
http://www.lsec.be/index.php/expert/expert/rsa_security_division_of_emc/
http://www.lsec.be/index.php/expert/expert/rsa_security_division_of_emc/
http://www.lsec.be/index.php/expert/expert/unisys/
http://www.lsec.be/index.php/expert/expert/unisys/
http://www.lsec.be/index.php/expert/expert/zion_security/
http://www.lsec.be/index.php/expert/expert/zion_security/
http://www.lsec.be/index.php/expert/expert/vasco/
http://www.lsec.be/index.php/expert/expert/vasco/
http://www.lsec.be/index.php/expert/expert/securit/
http://www.lsec.be/index.php/expert/expert/securit/
http://www.lsec.be/index.php/expert/expert/sealed/
http://www.lsec.be/index.php/expert/expert/sealed/
http://www.lsec.be/index.php/expert/expert/philips/
http://www.lsec.be/index.php/expert/expert/philips/
http://www.lsec.be/index.php/expert/expert/microsoft/
http://www.lsec.be/index.php/expert/expert/microsoft/
http://www.lsec.be/index.php/expert/expert/emc2/
http://www.lsec.be/index.php/expert/expert/emc2/
http://www.lsec.be/index.php/expert/expert/deloitte/
http://www.lsec.be/index.php/expert/expert/deloitte/
http://www.lsec.be/index.php/expert/expert/cisco/
http://www.lsec.be/index.php/expert/expert/cisco/
http://www.lsec.be/index.php/expert/expert/ibm/
http://www.lsec.be/index.php/expert/expert/ibm/
http://www.lsec.be/index.php/expert/expert/ku_leuven/
http://www.lsec.be/index.php/expert/expert/ku_leuven/
http://www.lsec.be/index.php/expert/expert/aca_it_solutions/
http://www.lsec.be/index.php/expert/expert/aca_it_solutions/
http://www.websense.com/content/Home.aspx
http://www.websense.com/content/Home.aspx
http://www.lsec.be/index.php/expert/expert/axl_trax2/
http://www.lsec.be/index.php/expert/expert/axl_trax2/
http://www.lsec.be/index.php/expert/expert/ca/
http://www.lsec.be/index.php/expert/expert/ca/
http://www.qualys.com/
http://www.qualys.com/
http://www.csi-tools.com/
http://www.csi-tools.com/
http://www.oracle.com/
http://www.oracle.com/
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About LSEC Summary
1. Leaders In Security : a non-profit Flemish (vzw) industry association and user 

community supporting innovation & development of information security 
1. Data protection : protection of data, users, information and systems, 
2. Security management : standards, legal, good practices
3. Tools and technologies : networking, encryption, virtualization

2. Over 135 members, e-security companies, reaching out to more than 25.000 
ict professionals and security professionals, operations in Be, Nl, UK 

3. Strategic partnes in ICT, TMT, Industry, Finance, Healthcare, Energy, … and in 
Germany, UK, Spain, France, Italy, Czech Republic, Ireland, US, … 

4. Various international projects
1. FIRE
2. ACDC
3. NEBUCOM
4. IPACSO
5. …

5. More than 100 activities per year  in Belgium and abroad : 
1. Seminars, Conferences, trade shows, …
2. www.lsec.be with over 5000 documents (white papers, business cases, 

presentations, … on information security related matters)
3. Regular news letters, invitations, discussion for a

Visit www.lsec.be for more information and documenation

Key competences : 
1. Dissemination - Outreach
2. End user relations
3. Business & Validation
4. Impact Coordination
5. Strategy & Innovation

© Leaders in Security – LSEC, 2014, Public – Closed User Group Distribution,  p 72
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http://www.leadersinsecurity.org

NOT THE END

More information and follow-up 

www.lsec.be
www.leadersinsecurity.org

Q or C
Ulrich Seldeslachts 

ulrich@lsec.be 
+32 475 71 3602

© Leaders in Security – LSEC, 2014, Private & Confidential, p 74


