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Constantly Under Attack

Avg Malicious Sessions / day per vertical

Source : Unit42, PA Wildfire, Threat Trend December 2014
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Botnets ?

Club EGS © Leaders in Security — LSEC, 2014, Public — Closed User Group Distribution, p 5

What Botnets do

Bot-herder Owner and Operator
Online Black Market
w -
w // [dentity theft
5 /
Spammer / L
Spam runs
= 07 27 27
o7 o7
Phisher ==
BOTNEI — Phishing attacks
Thousands of . R
compromised J /
computers =~
Attacker
DDos attack on Web server
i
Spam and host Mahvare to lure more nodes
© Leaders in Security — LSEC, 2014, for ACDC — public, p 6 Source : PCWorld
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Botnet 1 : Centralised Botnet 2 : P2P

S 2 | *ATE

Bothet 3 : Fast Flux Botnet 4 : Locomotive

: i& R =

4G S s a3

Leaders in Security — LSEC, 2014, for ACDC — public, p 7 Source : ENISA, 2011 : Botnets : Detection, Measurement, ... l_O s E E

Botnet History

Spam is most common
Botnets gain ground ~ Number of botnet use for botnets 80 percent decrease
and are commanded  variants double (from in spam levels due to
via IRC channels use in early 2000s) due 80 percent  increased takedowns,
to source code and of spam better anti-spam
Botnets primarily graphical user sent by protection, and shift
used for spamming interfaces available botnets to DDoS

Jan 2009: DDoS attack on
Nov 2005: DDoS attack I i daddy.com lasts 24 hours:

General on godaddy.com lasts  them harder to increase enabled by larger

Spam one hour take down and more sophisticated botnets
[ DDos

Example attack

© Leaders in Security — LSEC, 2014, Public — Closed User Group Distribution, p 8 Source : RAND, Market for CyberCrime, 2014 L@ S E E



Bots?

Bot Traffic Report 2013

Bot visits are up by 21% to 61.5% of all website traffic

Bot/Human Traffic Distribution
31%

61.5% 5% ==

Non HumanTraffic Scrapers
121%] o
4.5% vum
Hacking T
0.5% s

20.5% 1

Other Impersonators

2012 FHma 515 6ots
2013 » [SEERHGRaANI 61.5% Bots

© Leaders in Security — LSEC, 2014, Public - Closed User Group Distribution, p 9 Source : RAND, Market for CyberCrime, 2014 L.O 5 E E

Botnets today ? DDoS .- 49%

’ 6-24 hours
(&

.- 8%

The Per Hour Cost of a DDoS Attack

~2 / 3 1-7 days
. of attacks
- %4,
W05 last 6+ hours e 4%
W $5.000-$19,999 7+ days

B $20,000-$59,999

™ 2%

W $60,000-$99,999 370/ =/
W $100000+ fod :
0-6 hours
Intent of the DDoS Attack Operational Areas Most Financially
Impacted by the Attack

Size of Companies Hit by DDoS Attack

250-499 employees m
500999 cnpioees

2%
%
%

B Flooding your company's

o W T group
5,000-9,999 employees network infrastructure to block el
all connections to its domain i
W Security / Risk management
10,000 or more employees W Targeting specific applications
3 W Call center / Customer service
to block your company's use
W Marketing / Public relations
W soth ,
B Legal
B Unsure B Other

© Leaders in Security — LSEC, 2014, Public - Closed User Group Distribution, p 10Source : Incapsula, Imperva, 11/2014

LOSEC

8/04/2015



Botnets tomorrow : More Sophistication

* Volumetric DDoS Attacks — brute force — with increasing amplification ?

* DNS Infrastructure Attacks? — dns resolver cache flood - taking down
nameservers ?

* HTTP attacks — brute force against webservers ?

* Malicious Payloads — exploit server vulnerabilities — ShellShock

*  Weaponize Attacks i
° AWS BOtn et ‘p il Fast single attack against one site:
* New Large Botnets B

France-based attack stops

o) ) wm = om £ wn 0 o

Source : Cloudfare, December 2014 (Botconf)

© Leaders in Security — LSEC, 2014, Public — Closed User Group Distribution, p 11 L-e S E E

Botnet is Big Business : Example RBN

An Example = Russian Business Network (RBN)

+  AS40989 is RBN-AS
. Malware — Gozi, Torpig.....
. Toolkits — Mpack... attack tools
" O 5 . Botnets — fast flux
G e O . Fake Anti-virus
. Cybercrime as a service - 76Service....
Loads....iFrame
. Child pornography hosting

. Cybercrime affiliate payment systems

. Cyberwar — Georgia
. AbdAllah Franchise (2014)

+ 2007 - Est. gross revenue $1.2 billion — Net $200
million
Source : Cyberdefcon 03/2014 at LSEC, Infosecurity
© Leaders in Security — LSEC, 2014, Public - Closed User Group Distribution, p 12 l—0 S E I:
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Using webservices, Botnet as a Service, ...

aialie PRICE LOWERED!

. France Email Database 1 million”
’ ‘ Frarnce Emadl Database 1 milion “95.49
[ N—

Barrett M82
One of the most powerful guns in the world = prorond ]
Now in stock. g
1340
© Leaders in Security - LSEC, 2014, Public, p 13 Source : McAfee, Cybercrime Exposed, October 2013 L& § [E C

Doesn’t impact your business?

2013 H1 Sampling of Security Incidents by Attack Type, Time and Impact

conjecture of relative breach impact is based on publicly disclosed information regarding leaked records and financial losses
Attack Type
SQL Injection

Spear Phishing

Physical Access

Denotes Attack
on local binguage
or forsign branch

Size of circle estimates relative impact
of incident in terms of cost to business

Jan Feb Mar April May June

© Leaders in Security — LSEC, 2014, Public, p 14 Source : IBM, X-Force Trends Report 09/2013
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Attribution : top causes of data breaches 2012 - 13

40%
Hackess
Accidentally

23% made public
23 St

or drive
8% Insider theft

6% usinows

I 1% Fraud

© Leaders in Security — LSEC, 2014, Public, p 15 Source : ISTR, October 2013, www.Isec.be

But who cares? — Business ? — not really

Low Volume
.}xiTheﬁ
® 4pPTs
Social @ Spear-Phishjng
Engineering
@ Targeted Attacks
0 vulnerability
Analysis @ 0-Day Vulnerabilit
Low @ Lurds High
Impact . . Impact
(" Sarial Circles ® Hac
® seo @ Denial-of
' spam © RogueAv @ Botnets
O Virus ) 50L & iFrame © Exploit Kits
\ ) Worm Injections ® Malware/

© Leaders in Security — LSEC, 2014, for ACDC — public, p 16

High Volume

Source : LSEC, Innovations, Websense, 09/13
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Should we even care?

© Leaders in Security — LSEC, 2014, for ACDC — public, p 17

Source : LSEC ACDC, Cyberdefcon March 2013 L@ 5 E E

Carna Botnet : 420.000 bots — a research project

© Leaders in Security — LSEC, 2014, for ACDC - public, p 18

60k virus on an infected device:

Open a port for remote access by the
central internet mapping systems.
Reach out to scan and record details
about a subset of the rest of the
internet.

Identify routers with telnet open onto
the internet and a weak root password,
e.g. root:root, admin:admin or either
account with no password.

Login and install the virus on the next
open router in the ever-growing tree of
zombies.

For research purposes!

Source : LSEC, ACDC, Cyberdefcon 03/2013 L.e S l: C
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The point?

MORGEN IS HET TE LAAT

Source : Marc Elsberg, Blackout, 2013

Global Threat Map Today

Hosts with highest levels of

CLOUDFLAJ
gex HOSTINGER i -
NETWORK
LANDIS HOLDINGS

Botnet C&Cs

8/04/2015

L°SEC

Index ASN Name Country | IPs HE Rank | HE Index
9715 | 50465 | IQHost Ltd RU 5 157.0
8284 | 56617 | SIAVPS Hos Lv 51 1200
6654 | 61322 | Sotainteractive ZAD RU 201 782
5826 | 29182 | ISPsystem RU 5 2420
4414 | 57010 | IT House Ltd. RU 184 820
3995 | 26230 | Telecom Ottawa Limited A 530 528
3985 | 43355 | UPLTelecoms.ro. [ 420 591
3018 38731 | Vietel - CHT Compamy Ltd VN 04 1018
2008 | B0 | Microsoft Corp us 0 261 706
2885 | 47900 | Are-master LLC [ 1,062 347

I
= | &t101| 12824 | homepl FL
‘ 5082 | 33182 | HostDime com, Inc us
‘ 5281 | 25504 | Vautron Rechenzentrum AG | DE
O | 4688| 31034 | Aubaspa i
| 4584 41079 | supertiost, PL

Source : Hostexploit, March 2014
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Botnet Relevance for Business

Godzilla Through the Years BREAKDOWN
EMZECTIVS

»

E MOST DESTRUCTIVE

© Leaders in Security — LSEC, 2014, for ACDC - public, p 21 Source : various, GoDaddy, Checkpoint L®SEC
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Why Information Sharing?

Business Case components for trusted sharing

Club B2as © Leaders in Security — LSEC, 2014, Public — Closed User Group Distribution, p 22
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(& ACDG
Forrester defines threat intelligence as: T
Source : Forrester Research, 2014
» Details of the motivations, intent, and capabilities of internal and
external threat actors. Threat intelligence includes specifics on the
tactics, techniques, and procedures of these adversaries. Threat
intelligence's primary purpose is to inform business decisions
regarding the risks and implications associated with threats.
> We share at about the same speed that George
R.R. Martin writes novels, which is slow

» Quid pro quo and relationship driven
> You cannot automate trust

Circle of trust

e A o Dnforce G

*~you
Club B2GS © Leaders in Security — LSEC, 2014, Public — Closed User Group Distribution, p 23
e, e
Not alone ... need to differentiate (@ ACDE

Booz | Allen | Hamiton S “““» Recorded Future

...................... E 1D
011
(T svenane S ThreetoRID N 4
F VERISIGN
M ANDIANT LJiSIGHTPARTNERS o

B SNORSE KIUSIWAVe  sucuweeo wasri -
Cyveillance fSymantec esentire’ (¢ )

< ’ . MAL . <
& MALFORMITYLABS il total P IDRIALSHADONS  S—

elund horizor Deloitte.

Club B2as © Leaders in Security — LSEC, 2014, Public — Closed User Group Distribution, p 24
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The need for Active Defense (@ ACDG

HY ARE WE WAITING FOR
HE ATTACK TO HAPPEN?

Source : RSA Conference, OpenDNS, 02/14

Club B2GS © Leaders in Security — LSEC, 2014, Public — Closed User Group Distribution, p 25
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The Threat landscape (@ AcDe

Web-based Cybercriminals Increased Rapid adaptation to
malicious activity wantYOUR sophistication ofthe security measures
has accelerated information Underground Economy
¢ Primary vectorfor + Focusonexploits + Well-established * Relocatingoperations

malicious activity
+ Targetreputable,

targeting end-

to new geographic
users forfinancial

infrastructure for

; ' € monetizing stolen areas .
high-traffic websites gain information + Evade traditional
security protection
Source : Symantec, Deepsight EWS, 2012
Club BBcs © Leaders in Security — LSEC, 2014, Public — Closed User Group Distribution, p 26
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Threat landscape
The Challenge

How do | gain awareness of the global
threat landscape?

How do | identify threats that could
impact my company?

— 31,850 new maliciouscode threats per
week*

How do | identify vulnerabilities
important to my company?

— 105 new vulnerabilities per week *

How do | prioritize my response to
vulnerabilities and global threats?

How do | translate the global
landscape to my enterprise?

Source : Symantec, Deepsight EWS, 2012

Club B2GS © Leaders in Security — LSEC, 2014, Public — Closed User Group Distribution, p 27

ACDG

e A o Dnforce G

Threats are BIG

© Leaders in Security — LSEC, 2014, Public — Closed User Group Distribution, p 28

Club R2GSs
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@ ACDG

e A e Detener Cerre

The Methodology : 1 Collect and Store
Security Data

Traditional Security
Operations and
Technology

i@ People
Configuration

information g
o Data
System . [l'a
Identity

Ad d S it 2 -
iristeseld  audit trails
context —

Intelligence and

Analytics X .
Network flows @Q Applications
and anomalies

Malware
External inf ti N
threat feeds laionmation I,*Jih Infrastructure
Monitor Everything
Source : LSEC Big Data, IBM 0/14
Club .EGS © Leaders in Security — LSEC, 2014, Public — Closed User Group Distribution, p 29

ey Bs
The Methodology : 2 Real-time and historical (& ACDE
analysis
Descriptive Historic and
Analytics Predictive
Analytics
What Decisi‘on
happened? modeling
* Hasit
. How many, h d .
._’. how often, b:?(frzge What actions

can we take?

_.t ._;:‘ where?

I_; S What . * What if these
at exactly
= ®s - @ P is the continue?
o ) problem?

What is the happen next?

How can we

avoid this in
future?

How can we
mitigate risk?

Data === |nformation === SeccUrity Intelligence

Source : LSEC Big Data, IBM 0/14

Club .EGS © Leaders in Security — LSEC, 2014, Public — Closed User Group Distribution, p 30
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Operations Incident Handling

HINTS ESCALLATION CRASH PANIC RELIEVE
First Customers
anomalies can't reach
in system the system!

In reality, 25 hour incident
... and 11 hours before the effect

>

Source : LSEC Hardening, CrossRoad 03/14

Club -GS © Leaders in Security — LSEC, 2014, Public — Closed User Group Distribution, p 31

Operations Incident Handling : reducing
attacker free time

Attacker
Surveillance Sﬁ‘?d(
egins .
Torget Setep Pusatenee  Leap Frog
Analysis etup Attacks
Access System Cover-up Complete
Probe Intrusion Starts Cover-up
Complete
Maintain foothold
» TACKER FREE ‘
TIME
Physical Monitoring & Containment & \ J
Security Controls Eradication
Impact Response
Threat Attack Incidept Analysis
Analysis Forecast Reporting Recovery
System
Defender Reaction
Discovery Damage
Attack Identification
Source: NERCHILF Report, June 2010 (http://www.nerc.com/files/HILF.pdf) Identified

Club R2GS

© Leaders in Security — LSEC, 2014,

Source : LSEC Big Data, RSA, 01/13

, Public— Closed User Group Distribution, p 32
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Big Data in Security Events

FIVE HUNDRED |OCs

* Indicator of Compromise

TWO TRILLION EVENTS

D
TODAY TWO HUNDRED BILLION EVENTS ',

e ————————
Source : RSA Conference, Intel 03/14
Club .GS Leaders in Security — LSEC, 2014, Public - Closed User Group Distribution, p 33
Analysis of incidents and threats (@ ACDE
" XDW/
S = Custom Analytics
/Real-Time \
Correlation Reporting Compute and Storage
U Samtealichocdlon & *104 cores
Compute and 2 7' ) =~128TB storage*
s:;':" Real-time Custom Analytics
o halie i XDW
2 Correlation ( )

Source : RSA Conference, Intel 03/14

Club -GS © Leaders in Security — LSEC, 2014, Public — Closed User Group Distribution, p 34
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Club R2GSs

Breach Notification — required / voluntary

COMMISSION

Brussels, 722013
COM(2013) 48 final

201340027 (COD)

Proposal for
DIRECTIVE OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL

concerning measures {o ensure a high common level of network and information
security acruss the Union

[SWD(2013) 31 final}
[SWD(2013) 32 final}

CHAPTER IV
SECURITY OF THE NETWORKS AND INFORMATION SYSTEMS OF PUBLIC
ADMINISTRATIONS AND MARKET OPERATORS

Article 14
Security requirements and incident notification

Member States shall ensure that public administrations and market operators notify
to the competent authority incidents having a significant impact on the security of the
core services they provide.
http://eeas.europa.eu/policies/eu-cyber-
security/cybsec_directive_en.pdf

Example Regulatory : Telecom

Hack victims urged to share the gory details

Advanced Cyber Security Center fosters voluntary information sharing among private
organizations as a way of staying ahead of the bad guys

By Colln Nesgle, Network Worid
Seplember 12, 2013 1145 AUET

http://www.networkworld.com/news/2013/091213-hack
victims-273795.htmli?page=2

Press release

Government launches information

sharing partnership on cyber security

Oguisston: Cabiomt Offcn =
Pagakistery  Pubished 27 Masch 2013

Boy Keasing the UK cafs i cyber space

Topi Pt smcuity

Mot Tim Bt Hon Francis Meds MP

A GATALYST FOR COLLABORATION

New cyber partnership launched to help government and industry share information and
intelligence on cyber security threats.

https://www.gov.uk/government/news/government-launches-
information-sharing-partnership-on-cyber-security
Sharing

the Wealth, ZWARD
and the 5§ Warning, advice
Burdens e and reporting point

of Threat

Intelligence

© Leaders in Security — LSEC, 2014, Public — Closed User Group Distribution, p 35
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Detect, SHARE, Protect

Solations for Improving Threat Data Exchange among CERTs

enisa

© Leaders in Security — LSEC, 2014, Public — Closed User Group Distribution, p 36
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e A e Detener Cerre

Those looking to multiply their knowledge,
should be prepared to share some first

Club B2GS © Leaders in Security — LSEC, 2014, Public — Closed User Group Distribution, p 37

Example Voluntary — Information Sharing -:.':53 ACDe

EDA Project Team Cyber Defence Start: Nov 2011

Aim: Within the remit of the Cyber Security Strategy for the EU to assess
short, medium and long term Cyber Defence capability requirements
and to identify collaborative options in order to improve Cyber

Resilience of pMS and CSDP operations. _
/1
J
i

pMS:  EE/IT (rotational chain), AT, BE, BG, CY, CZ, DE,
EL, ES, FI, FR, HU, IE, LT, LV, NL, PL, PO, RO,
SE, SI, SK plus CH, NO on a regular basis
plus EUMS, Council GSC, CION, ENISA, EC3,
ESA, EU SatCen

o

L/
_—VI
AGENGCY

NATO Communications and Information Agency

Cyber Security Data Exchange and
Collaboration Infrastructure (CDXI)

Club B2as © Leaders in Security — LSEC, 2014, Public - Closed User Group Distribution, p 38
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Club R2GSs

Information Sharing : NISP Survey Results

© Leaders in Security — LSEC, 2014, for ACDC — public, p 40

Club R2GSs

Multinational Alliance for Collaborative Cyber Situational Awareness

3 )
Employee - Industry 74

Elﬁ
=1 [~

Supplychain
comaboration

| toeoz h
— Good Federation’
| Corteatrysaraehy

. -
| Accelerati [e—— ,\ f ma
— Collaborative |

unwa s ‘

‘ [orv- saropscsesa |
VV‘ mmnm ) Aero
space

24700/23135
Pharma

Google-

2 - e’ =
Credit (2] oK

L
Citizen N3r=="" 2
e ? _cards e Facebook"

Hardly used = weak
business case? ey (. NEC2R

Source : LSEC — NCSC, InfoSharing, MACSSA, 2014

© Leaders in Security — LSEC, 2014, Public — Closed User Group Distribution, p 39

1 2 3
1 National (71%) Regional Multinational {253) International {1 scheme)
Summary of 32 2 | single Sector {75%] Cross Sector 25%)
3 | Mandatory Discretionary Participation
Scheme participation (7] (93%)
Responses 4 | Free to Access Scheme | Subscription Required to Access | Both (OF the subscribing
186%) Scheme [14%) services some subset of

services are free based on
specific criteria) 3
Schemes

Providing for bath
Incident Notification and
Infarmation Sharing (17}

Pure Incident Notification
Schemes (1)

5 Information Sharing
Schemes (27)

& | Formal Sharing Informal Sharing { Notification
Prototol incarporated | Protocol incorporated (43%)
(64%)

7 <20 Pam(-pitmg >20 <4D l'amr.lparlng =40 bartlc\panng
{43%) O [18%) O (29%)

8 | Email Communications | Portal Sharing Platform (25%) | Suppart for Automated
Supported (57%) Exchange of Information
& indicators {25%)

9 | Scheme Operating >1 | Scheme Operating >3 years < 5 | Scheme Operating > 5
<3 years (4] years (3) years (7]

10 | scherne has No Scheme has Community Scheme has Community
Physical Community | Mestings between 1-2 time per | Meetings more than 2
Meetings vear (1) time per year [11)

11 | Website in place for No Website in place
Scheme (68%)

Source : NISP, WG2, 3rd plenary, 04.14

8/04/2015
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Howto : Incident Management Tools

" Effective Cyber Threat Intelligence
and Information Sharing

THREAT STREAM Booz | Allen | Hamilton
@ /’f Cyveillance

CYSERIE S ANDIANT SEVERSING
WoRLD BanKk| oL ' Bromium™ m LABS
FINANCIAL & o (CER\T
O AN ik | F“I(FS () _4",—:‘ LOOKING GLASS =31
g MlTRE _," g
/4 LOCKHEED MARTIN
STR\KE US—CERT G
REN—ISQC NITED STATES GNP TER EVERGENGY FEAGIESS TEAY

- W g B @ o
LesEC oy <AF "U"c"

vk WNSIGHTPARTNERs  NCI Security uc e ke

STEGOSYSTEMS o’

gl m \_— VISA %
B G:; ACDG GENERAL DYNAMICS SIEMENS

© Leaders in Security — LSEC, 2014, for ACDC — public, p 41 . .
http://stix.mitre.org/

Club R2GSs

Information Sharing : commonalities, no confli-'(i‘ra ACDG

Consider these questions:
What activity are we ing?

What threats should | look for on my
networks and systems and why?

Where has this threat been seen?

What does it do?

What weaknesses does this threat exploit?

Why does it do this?

Who is responsible for this threat?

What can | do about it?

http://stix.mitre.org/

Club B2as © Leaders in Security — LSEC, 2014, Public — Closed User Group Distribution, p 42
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20aR
Representatives of NATO, industry, end users, CERTs, ... \%s HEC
Club R2GS — 10 YEARS —
Advanced Cyber Defence Center
Club B2as © Leaders in Security — LSEC, 2014, Public — Closed User Group Distribution, p 44

— 10 YEARS —

8/04/2015
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Fragmented response

Law enforcement agencies

regulatory

Government cybersecurity experts (e.g. CERTs)

I5Ps

Financial institutions

‘Web hosting praviders

Antivirus/Firewall/Scanner Vendors

Domain Name Service p

Domain Name Registrars

Awareness raising initiatives

Researchers

Software & Hardware producers

Source : ENISA, 2012 : DG INFSO CIP PSP

Club .EGS © Leaders in Security — LSEC, 2014, Public — Closed User Group Distribution, p 45

28 partners — 14 countries

ECO Association of the German
Internet Industry

Technikon Forschungs- und
Planungsgessallschaft mbH

Atos Spain 5.A

Bulgarian Posts PLC

Croatian Acadsmic and
Research Metwork - CARNst
and Croatian National CERT

Romanian National Computer
Emergency Response Team -
CERT-RO & Romanian Partners

Cognitive Security s.ro.

Cassidian (EADS Company)

CyberDefcon

DE-CIX

DFMN CERT Services GmbH

Engineering Ingegneria
nformatica

FCCHN - Foundation for Mational
Scientific Computing

Club .EGS © Leaders in Security — LSEC, 2014, Public — Closed User Group Distribution, p 46

ACDCTeam

L®SEC

LEABERS IN SECURITY

— 10 YEARS —

Fraunhofer FKIE

G Data Software AG
Institute for Intemet Security,

Gelsenkirchen  University  of
Applied Sciences

INTECO - National Institute of
Communication Technologies

KU Leuven

LSEC - Leaders in Security
Microsoft EMEA.

SignalSpam

Telecom italia

Telefonica 1+D

University of Technology - Delft
XLAB programske

Razvo]
opreme in svetovanje d.o.o.

cid Privada Barcelon:
Centre Tecnolbgic

Istituto ‘Superiore Delle
Comunicazioni e delle
Tecnologie dellinformazions

Montimage

L®SCC

LEABERS (N SECURITY

— 10 YEARS —

8/04/2015
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Solution

* y hitp:/Aves ﬂ
Detection >

spam campaign  stolon credenials  drive-by-download D0oS traffic detocted

e/ report botnet behavior centralized v
;7 -
Centralized Data 4 ’
Cleaning House ‘ts a
— | rmponfingngs standardizes —
Notifying
affected
customer
providing
support
aooa
L®SEC
© Leaders in Security — LSEC, 2014, Public — Closed User Group Distribution, p 47
Club WBES — 10 YEARS —

AC up to today — DC

1. Achievement Highlights
1.
2.

&

o N w;

Collaboration 28 partners, 14 countries, +40 external partners
Sensors operational, sensing, analyzing, reporting locally &
sending data to Central Clearing House (CCH) EXPERIMENTS
New sensors installed & operational (eg Darknet)

CCH operational and collecting and transmitting data (JSON,
YAML), STIX integration

Decentralized Data Analysis with 6 different industrial partners

Reporting into CERTs, ISP’s, LEA's ... end users

Setup of 11 National Support Centers

Different resulting tools : Mobile, Ransomware, Website Check, ... —

2. Challenges Highlights

1.

2.
3.

Club R2GSs

Regulatory Framework : Data Protection vs Monitoring -
1. Consent
2. Controlled : BETTER TOGETHER

1. ISPs— CERTs by exception
2. Industry — delegated
Performance & Capability of Detection & Takedown -

Sustainability of the Community : sign up today!

© Leaders in Security — LSEC, 2014, Public — Closed User Group Distribution, p 48
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Data Sharing : Example & Effect

e A e Detener Cerre

CARNet creates identified threat information and sends the information
to ACDC & CARNet
Qras
CCH

CARNet

XLAE

{ s ™
- g s "
o i il 3
| [%}F AN S
[-3=5f o

\ Ardroid IDS (device via WLAN)

Andeaid IDS {device via Mobile provider)

The XLAB Android IDS infrastructure queries the CCH to
obtain threat information provided by CARNet and blocks
access to suspicious sites.

LeSEC

— 10 YEARS —

Club B2GS © Leaders in Security — LSEC, 2014, Public — Closed User Group Distribution, p 49

XLAB Mobile IDS : Device Monitor

33 Android botnets
= 1-co Symbian botnet with the same C&C!
- 2 Symbian botnets
3 Blackberry botnets
Statistics from 10/8/2014, 14.077 infections total

Source : K&A Virus Tracker, Botconf 2014

Statistics for the time between 2014-11-12 and 2014-12-12 Reiresh

ConectionE vant~41 19, U ErawsaEvert=1, URICheckEvonta, IWEIChangedEvonl-20, MalousAppEvent.35, MACChangedEvani-3,

Number of reported events per day for the time between 2014-11-12 and 2014-12-12

Oeupos @Sackod @S -

-
b % p 4 4 by 4
q“v > ‘B &’_’.- 5»_9 & k":

Source : ACDC Internal, XLAB, 2014
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. Available on Google Play Store

* https://play.google.com/store/apps/details?id
=eu.acdc.xlab.devicemonitor

e Demo videos: http://x.k00.fr/zmprk

) Getiton
?‘ Google play

x;ll?;"r;Bl . www.xlab.si
Tools in Production to Solutions _-‘_Qﬁmcmgg

ATOS AHPS, commercial SIEM

SL-SIEM
dashboard

SL-SIEM
server

SIEM Agent
+ Plug-ins

I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
Arpwatch :
I

Security
= Probg == === === ===

© ATOS, 2014
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e A e Detener Cerre

Tools in Production to Solutions é ACDG

ATOS Netflow Behavorial Analysis

Internet
Whitelists
Blackllsls

T W7

Netflow
Behaviour
Network Analysis

) device Module :> CCH
” (Rourter

letflow

Switch)

% Suspicious Domains, IPs,
DNS servers

Netflow

®

softflow
© ATOS, 2014
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Darknet Subpilot

A Darknet is a portion of routed, allocated IP

space in which no active services or servers Automated & APT attacks &Qg

reside. These are "dark" because there is, \ \ l

seemingly, nothing within these networks. | . T3P prefix |] L cyver

A Darknet does in fact include at least one S=ETELECOM
server, designed as a packet vacuum. This = ]

server gathers the packets and flows that FH | Border router

enter the Darknet, useful for real-time
analysis or post-event network forensics.

Any packet that enters a Darknet is by its

presence aberrant. No legitimate packets
should be sent to a Darknet. Such packets
may have arrived by mistake or

misconfiguration, but the majority of su%
packets are sent by malware and BOTNET

Cygﬁ;?esfigm CyberDefcon ri);tazger;ceorﬂ
t 4 | packet server
ermina .
L®SEC
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Darknet Subpilot

¢ Darknet Results : Most Seen ASN’s

ASN Name Country | Subnet sizes | Requests | Request | HE HE
ratio Rank Index
16276 | OVH FR 1,090,816 124,059 0.114 12 182.24
4134 CHINANET CN 104,621,312 | 55,003 0.001 46 124.88
6939 HURRICANE us 260,864 37,095 0.142 393 60.49
29073 | ECATEL NL 9,984 31,850 3.190 19 162.89
36352 | COLOCROSSING | US 122,368 25,898 0.212 230 74.23 [
12876 | ONLINE 5.A.5. FR 180,224 24,290 0.135 1,371 29.02 Q/Cyber
4837 CHINA169 CN 53,008,896 23,811 0.000 48 122.68
3462 | HINET ™ 8,085,504 13,983 0.002 123 92.50 —
45090 | CNNIC-TENCENT | CN 6,656 13,873 2.084 | 45553 [ 019 Lﬂ“ﬂﬂ!
4766 KIXS-AS KR 29,005,312 12,895 0.000 262 70.58

* Providing Input into : Hostexploits Report on Zeus Botnet

Index | ASM Name Country | IPs HE Rank | HE Index
9715 | 54444 | Avesta Netwarks LLC us 5888 27| 14a3
7848 | 34201 | Padicom Solutions SRL RO 6400 127 917
6608 | 58271 | LinkUp Lid. A 3584 73| 1083
5044 | 52048 | DaraClub SA. v 2048 246 717
4387 | 35415 | webazila BN, NL 77.0% 1| 142
4359 | 57230 | Aria Web Development LLC | GB 2560 152 871
4122| 24607 | LENET UAB T 9216 576 06
4023 | 51852 | Private Layer INC cH 27904 67| 1123
3996 | 11042 | Landis Holdings Inc us 816 1| 2012 .
3459 | 30568 | Infoboxru RU 0216 [ 526

Source : http://hostexploit.com/, March 2014 L@ 5 E E
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(@ Acoe User Tools & impact

Weitere empfohlene MaRnahmen

= () s e [ (@) sommt s SO e

Updates einspiclen

WWW.check-and-secure.com
(B

A P &

' BT

Suriperi e

‘Second-Opinion-Seanner installiern
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http://hostexploit.com/

(@ Acpe User Tools & Impact
https://www.initiative-s.de/de/index.html

INITIATIVES €co  epm-

g ciesBeschumes
e B punaestages

Startseite Schiitzen Saubern Uber das Projekt Teilnehmer Kontakt -G

Vorbeugen. Untersuchen.
Sicherheit genieRen. E e

Schiiizen Sie Ihren Webauftritt und Ihre Besucher
vor unbemerkten Manipulationen und erhalten Sie

professionelie Hilfe. SAUBERN
Geben Sie hier den Namen Ihrer Internetadresse ein —
und registrieren Sie sich kostenios

SCHUTZEN

Q KOSTENFREI ANMELDEN

[ 1] [&]e 5]

:,,",lv:),,, e, fn,,”g Suigy, Herzlich willkommen beim Seiten-Check der
» i
Cred ol  Initiative-S! TASK FORCE
e,

OF 10¢
e o« ERRg

ARoR oulgy
zeuge.htm| SRS bl reag. IT-SICHERHEIT IN DER WIRTSCHAFT
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L PROGETT( GLI ALTRI CENTRI CERCA MAPPA
. AC EUROPEI NEL S DEL SIT
Anti-Botnet

Advisory Centre www.botvrij.be

Proteggiti dalle botnet www.botfrei.de

d informare gi utent della rete sulle botnet e su come proteggersi

otnets ars ccmputare et have been nfsotac wih mala
ramotety anc abucas, foraxample o cand cpam and for

ER—
11 5to & stato realizzato neifambito del progetto ACDC europeo ACDC

computer sgainct oyoer crminaity.

@ AcDe

1 contenuts di qu si disponibill dallstuto Supe omunicazioni e delle
Tecrologie dellTréormazione def Ministero defio Syiuppo EConomico.

(e IE

rom our blog

Benvenuti nel centro di supporto anti-botnet italiano

Un qualsiasi dispositivo che accede alla rete Internet, quale ad esempio un PC, portatile, smartphone, smartTV pub essere infettato ed entrare a far
parte di una botnet. 1 dispositivi nelle botnet possono essere controllat in 1emoto ed utiizzati per creare disturbo o danno 3 senviz o infrastrutture
direte, anche per fini iectt e per reallzzare frodi. Le botnet rappresentano una dele fonti maggiort di reddito fegale su Intemet.

Su questo sito troveral Informaziont e struments per proteggerti dalle botnet.

1150 & stato reallzzato neifambito delle atthvita di innovazione tecnokogica del progetto ACDC europeo (Advance Cyber Defence Centre)

T T —
aets cn your computer

aries pe Su-ciser an
nurro Economico

o e > GESTORE DEL SITO > TERMINI DI UTILIZZO

e againt ecson.

> DATI PERSONALI

c
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ACDC Online 1 : End User ™ Fighting botnets
,“4 ¢

www.botfree.eu N

Connecting users to
solutions through a set
of European support
centres

L®*SCEC
LEADERS IN SECURITY
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ACDC Online 2 : Project

www.acdc-project.eu
Operating as a European pilot project

eco ey AteS (BN cone (@ WU @ ys

JUNEM DL RC

) inteco ( s vgnp i == TELECOM

= , v
o m LesEC B” Microsoft  signal PAM AR

7 & oFNn.. =
@ easmuy, L cyvereicon peex CENT ccn . D 72 Fraunhofer
fuDelftzs, @Y=amm,  Ooam i = SR
[ ]
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ACDC Online 3 : Community

* Operating as a community

* Joining forces to fight botnetsf §

* Sharing intelligence

* Learning from tools & technologies and effects

Expert network
hittps://communityportal.acdc-project.eu

LeSEC

— 10 YEARS —
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ACDC Online 3 : Community .:_1'_@&Chw9“§

o Commun -
®Acoe Portal Thank you fer jeining the ACDC Community Portal ! ) Quinensetdesacs

8 =
‘‘‘‘‘‘‘ @ =
¥ =
xperiment =
eriment 2 =
ets Experiment w0 =
perimer s =
e= [CIC]%}
iz
0 show
aubsiclzer Bepressreates gal Terms  Contact Us

hitps:/ll . act.eu

o0n
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(@ Acoe Colpg#g}ity

Discover DAM functionalities by watching the DAM How To video!

Keys shared Policies

My keys

ents

Experiments Organization’s keys

Data Sharing

Search:

Club R2GSs

ACDC Online 3 : Community

A

—POL

Authority for
Consumers & Markets

Posteitaliane

‘ Internet Security Days
Centrale d'enregistrement et d'ana

National Coordinator for Security and
Counterterrorism
Ministry of Security and fustice

Club R2GSs

© Leaders in Security — LSEC, 2014, Public — Closed User Group Distribution,

Other
Key v Schema Key
Id Username  User email Description Created at URL Type Actior
9 npens iy Vi APIKa 20141003 Go To write  Invalic
5 Schema
=0 v = TR t test ApiKh 2014-10-03  Go To write  Invi
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MONTENEGRO

Computer
Incident
Response
Team

CSIRT.SK

www.csirt.gov.sk

jrz2ry
LOSEC
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ACDC Online 3 : Community

8/04/2015

= . » I} Hrvatski
/- ) | "
3 ugr | Universidad Haiso Telekom
‘-\-—_ ’/’ | de Granada Plattner
Swin” Institut
Dutch Hosting
AVl ra Provider Association
> fubuse_
MACCSA ormation
‘-jl cyscon " exchange .>
Ty
F-Secure.'? ‘ S n
¢, TREND
ICRO
LeSEC
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About LSEC & the Belgian R2GS Chapter

You're welcome to join us
to become
a leader in security

Ulrich Seldeslachts , ‘/—\3 f., B o
Paris, December 17th, 2014 psg  NebuCom (@ ACDE ——
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e s INNOVATION AWARDS

BELGIUM

infﬂsecu rity.be

LOSEC

About LSEC Summary

1. Leaders In Security : a non-profit Flemish (vzw) industry association and user
community supporting innovation & development of information security
1. Data protection : protection of data, users, information and systems,
2. Security management : standards, legal, good practices
3. Tools and technologies : networking, encryption, virtualization
2. Over 135 members, e-security companies, reaching out to more than 25.000
ict professionals and security professionals, operations in Be, NI, UK
3. Strategic partnes in ICT, TMT, Industry, Finance, Healthcare, Energy, ... and in
Germany, UK, Spain, France, Italy, Czech Republic, Ireland, US, ...
4. Various international projects Key competences :

1. FIRE 1. Dissemination - Qutreach
2. ACDC 2. End user relations

3. NEBUCOM 3. Business & Validation

4. IPACSO 4. Impact Coordination

5. 5. Strategy & Innovation

5. More than 100 activities per year in Belgium and abroad :
1. Seminars, Conferences, trade shows, ...
2. www.lsec.be with over 5000 documents (white papers, business cases,
presentations, ... on information security related matters)
3. Regular news letters, invitations, discussion for a ®
L . . . LeSEC
Visit www.Isec.be for more information and documenation e
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http://www.leadersinsecurity.org

I @ 5 I - I ABOUT LSEC + CONTACT  NEWS

LEADERS IN SECURITY

nome  Lsecnetwr  EVENTS M MEMBERSONLY NEWSLETTER

FORENSI

PASSWORD RE

LSEC requires fo

= Minimum & ¢
- atleast one
= atleast one:
- atleastone

| Forensic readiness - the organizational aspects of Digital Forensics: Christiaan Prickaerts. Fox-IT

User Reg

* Requ

Analytics, Forensic Ar
Usemame: *

Password: *

Canfim Password: *
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NOT THE END

More information and follow-up

www.lsec.be
www.leadersinsecurity.org

Club [ R2cs C35A;

QorC

St N - Ulrich Seldeslachts
Cormpmasion ulrich@lsec.be

—i'.“) +32 475 71 3602

agentschap voor Innovatie
door Wetenschap en Tachnologie

Flanders Investment & Trade

<
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