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Heware-rpm-packagessighed-today?

What problem are we trying to solve?

* Users are bad at managing keys

* Keys both for signing and publishing packages
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How are npm packages signed today?

JWTs
RSA-2048
SHA256

Build System
(Actions)

Workload
Identity

X.509 (ECDSA P-384)
Custom transparency log (ECDSA P-256)

Sigstore “Bundle”

Registry
(npm)

Sigstore Public
Good
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How are npm packages verified today?

npm CLI

Sigstore

Key Holders Yubikeys
ECDSA P-256
KMS
ECDSA P-256 Sigstore

Trust Root

Sigstore “Bundle”

Registry
(npm)



How will npm packages be signed?

JWTs Workload
Build System c2sp.org/identity-transparency* Sigstore Public
(Actions) ML-DSA-44 Good

Sigstore “Bundle”*

Registry

(npm) *Work underway

Ie



How will npm packages be verified?

Sigstore
Key Holders Tillitis TKey?
ML-DSA-??
KMS*
ML-DSA-?? Sigstore

npm CLI Trust Root

Sigstore “Bundle”

Time-based policy of
allowed cryptographic

material Registry

(npm) *Work underway

Ie



Help!

e PQC JWTs
 PQC hardware keys
» Sigstore / TUF specifications (and then pull requests)

* What are we missing?
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