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Agenda

• How are npm packages signed and verified today?

• How will npm packages be signed and verified?

• Help!
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How are npm packages signed today?
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How are npm packages signed today?

What problem are we trying to solve?



A
Green 1

#BFFFD1

A
Green 2

#8CF2A9

A
Green 3

#5FED83

AA
Green 4

#0FBF3E

A
Green 5

#0E6836

A
Green 6

#0A241B

A
Pink 1

#FFC9F2

A
Pink 2

#FF80D2

A
Pink 3

#FF4AC0

AA
Pink 4

#CA2186

A
Pink 5

#952866

A
Pink 6

#30081F

A
Purple 1
#C898FD

A
Purple 2

#B870FF

AA
Purple 3

#8534F3

A
Purple 4

#43179E

A
Purple 5

#26115F

A
Purple 6

#160048

A
Orange 1
#F4A876

A
Orange 2

#F08A3A

AA
Orange 3

#FE4C25

A
Orange 4

#C53211

A
Orange 5

#801E0F

A
Orange 6

#500A00

A
Blue 1

#9EECFF

A
Blue 2

#3094FF

A
Blue 3

#1A61FE

A
Blue 4
#0527FC

A
Blue 5

#212183

A
Blue 6

#001C4D

A
Lime 1

#DCFF96

A
Lime 2

#D3FA37

AA
Lime 3

#D8BD0E

AA
Lime 4

#C08600

AA
Lime 5

#DA7210

A
Lime 6

#703100

A
Black

#000000

AA
Gray 4

#909692

A
Gray 5

#232925

A
Gray 6

#101411

A
Gray 1

#F2F5F3

A
Gray 2

#E4EBE6

A 

Gray 3

#B6BFB8

A
White

#FFFFFF

Title and content 2

How are npm packages signed today?

What problem are we trying to solve?

• Users are bad at managing keys
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How are npm packages signed today?

What problem are we trying to solve?

• Users are bad at managing keys

• Keys both for signing and publishing packages
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How are npm packages signed today?

Build System
(Actions)

Workload
Identity

Sigstore Public 
Good

Registry
(npm)
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How are npm packages signed today?

Build System
(Actions)

Workload
Identity

Sigstore Public 
Good

Registry
(npm)

JWTs
RSA-2048
SHA256

X.509 (ECDSA P-384)
Custom transparency log (ECDSA P-256)

Sigstore “Bundle”
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How are npm packages verified today?

npm CLI

Sigstore
Key Holders

Sigstore
Trust Root

Registry
(npm)
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How are npm packages verified today?

npm CLI

Sigstore
Key Holders

Sigstore
Trust Root

Registry
(npm)

Yubikeys
ECDSA P-256

KMS
ECDSA P-256

Sigstore “Bundle”
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How will npm packages be signed?

Build System
(Actions)

Workload
Identity

Sigstore Public 
Good

Registry
(npm)

JWTs
ML-DSA-??

c2sp.org/identity-transparency*
ML-DSA-44

Sigstore “Bundle”*

*Work underway
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How will npm packages be verified?

npm CLI

Sigstore
Key Holders

Sigstore
Trust Root

Registry
(npm)

Tillitis TKey?
ML-DSA-??

KMS*
ML-DSA-??

Sigstore “Bundle”

*Work underway

Time-based policy of 
allowed cryptographic 
material
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Help!

• PQC JWTs

• PQC hardware keys

• Sigstore / TUF specifications (and then pull requests)

• What are we missing?
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