TLS Preflight

Dennis Jackson
Mozilla



Motivation: Faster handshakes

Client Server
Cll‘eht Hello
\igh®
Se,f"e’r g

F‘.ﬂfs[‘
ed /
N
(2
/

Regular TLS 1.3
Handshake




Motivation: Faster handshakes

Client

rest

leeﬂt Hello
\igh®

Fins,
She /i f?e%e .
s

o“se

Server

Regular TS 1.3

Handshake

Client Server

—

O-RTT on
Resuw\p‘tion



Motivation: Faster handshakes

Client Server Client Server

leent Wells N
s b
F‘.m‘sL'
ed Jf
N C/.'e,‘t N ”
elo || Re

Juest
ov\se \

nse

s | B
Seve

rest
Regular TLS 1.3 O-RTT on
Handshake Resump‘tion




Motivation: Faster handshakes

Client Server Client S5iver Client Server

CI“th N
m
F\-\ﬂ»«‘ 5 C,‘
Se,(\/e{ ‘ent He”o // R
Cquest

p‘.ﬂfsl‘
el 1o o
N c/;eﬂt Hel F\‘ V& \\ ReS
20 Request geve

<&
o
rest

onse
g W B
Sexve

Want:

O-RTT
Regular TS 1.3 on Alwm/s B Fsea

Hondshake Resump‘tion



TLS Preflight

Clien




TLS Preflight

Clie




TLS Preflight

Clien




TLS Preflight

Client S Dus Server
\( X
el
Check MTC

Encap to KEM PK
PSK = KEM Secret
PSK ID = KEM CT




TLS Preflight

Client Dus Server

Check MTC

Encap to KEM PK Cl?ent Hello Il
PSK = KEM Secret €quest
PSK ID = KEM CT




TLS Preflight

Client Dus Server

Check MTC
Encap to KEM PK

PSK i= KEM Secret Clent Hello Il Request
PSK ID = KEM CT

Unwrap PSK




TLS Preflight

Client Dus Server

Check MTC
Encap to KEM PK
PSK = KEM Secret
PSK ID = KEM CT

Unwrap PSK




Minimal Changes

Client Dus Server

Check MTC
Encap to KEM PK \_ir\
PSK := KEM Secret

PSK ID = KEM CT

Regular
O-RTT Unwrap PSK
Handshake




Small

i S
Client o x gl D Server
ehF
Check MTC -

Freag Vo KA PE ||~ || Chintiy

PSK = KEM Secret ello || Reﬁuest

PSK ID = KEM CT -

e_gu ar
Handshake

No Certificate
No Signature




Small

Server

Check MTC
Encap to KEM PK
PSK := KEM Secret
PSK ID = KEM CT

Regular
O-RTT
Handshake

Unwrap PSK

No Certificate
No Signature




Bonus: ECH for free

Client - P’\'fc Dwus Server
ceMF
Check MTC
Encap to KEM PK Client Hell
PSK = HKDF(tls'SS) elo Il Request

Unwrap PSK

Re se"“se

F\“ ‘J\"t \\




Bonus: ECH for free

Client Dus Server

Check MTC E

Encap to KEM PK Client H
PSK := HKDF('tls!SS) ello || Request
\_ J
a )

ECH PSK =
HKDF(‘ech'SS)

Unwrap PSK

Unwrap ECH
Inner CH




Bonus: ECH for free

Server

Check MTC
Encap to KEM PK
PSK := HKDF('tls'sS)

\
ECH PSK =

HKDF ('ech’SS)

Unwrap PSK

Unwrap ECH
Inner CH

-




Standardisation and Integration

e TLS Preflight needs three components:
o MTC +0-RTT Config in DNS HTTP RR
o  Minting a TLS PSK from KEM PK
o ECH PSK Mode (optional)

e DPreflight integrates cleanly with existing standards:
o TLS 1.3/ Session Resumption / 0-RTT
o ClientAuth (RFC 9973: Certificates with PSKs)
o ECH



Benefits

e More 0-RTT giving faster handshakes

e Size reduction of AuthKEM without the complexity
e ECH for no added cost

e No state machine changes in TLS

e C(lean integration with existing standards

® Size benefits even with 0-RTT disabled



Prior Work
e gQUIC (2013) had a similar mechanism for 0-RTT

e AUTHKEM-PSK (2023) proposes a similar approach with its own extension
Why now?

e DPQ/MTCs make the size tradeoff more interesting
e ACME is widely deployed and certs have shorter lifetimes

e O-RTT is a necessary property for OHTTP Streams
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