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Post-quantum (PQ) cryptography makes TLS handshakes substantially larger [1]. Merkle Tree Certifi-
cates (MTCs) [2] shrink the certificate chain. KEMTLS [3] goes further by replacing the handshake
signature with a much smaller KEM ciphertext, but requires invasive changes to the TLS state machine,
which have proven a barrier to deployment. Meanwhile, Encrypted Client Hello (ECH) [4] would
further inflate TLS handshake size if it were naively switched to PQ primitives.

TLS Preflight aims to address the issues blocking deployment of KEMTLS and PQ ECH. It achieves size
reductions similar to KEMTLS while being much easier to implement, and brings PQ security to ECH
without inflating the handshake. It also lets clients make zero round-trip (0-RTT) connections on their
very first contact with a server, which TLS 1.3 cannot do today.

Design
The server publishes an authenticated, short-lived KEM public key in DNS. Clients use it to establish
a pre-shared key (PSK) before connecting, then run an ordinary TLS 1.3 PSK handshake [5].

1. The server obtains an MTC over a PQ KEM public key with a short lifetime, e.g. seven days.
It publishes the key, the MTC, and configuration metadata (such as preferred 0-RTT and ECH
ciphersuites) in its DNS HTTPS record [6].

2. The client fetches the HTTPS record, as it does for ECH today, and verifies the MTC.

3. The client encapsulates to the server’s KEM public key, much as ECH uses HPKE [7] today. This
produces a KEM ciphertext and a KEM shared secret. The shared secret is the PSK.

4. The client sends a normal TLS ClientHello offering this PSK. The KEM ciphertext is carried in the
PSK identity field of the pre_shared_key extension, in place of the opaque ticket a resumption
PSK would carry. The ClientHello may be followed by 0-RTT application data encrypted under
the PSK.

5. The server decapsulates the ciphertext from the PSK identity to recover the same shared secret,
and uses it to verify the client’s PSK binder. If the binder verifies, the server completes a normal
PSK handshake (no Certificate message but still including an ephemeral key exchange for forward
secrecy). Otherwise it falls back to a full handshake, exactly as when a session ticket is rejected
today.

To support ECH, we define a PSK-based ECH ciphersuite. Instead of carrying a separate ECH KEM
ciphertext, the ClientHelloOuter encrypts the ClientHelloInner under a key derived from the offered
PSK.

To support client authentication, the external PSK can be combined with certificate-based authenti-
cation as described in RFC 9973 [8].

Benefits

Smaller handshakes

Consider a connection using neither 0-RTT nor ECH. The server is authenticated by the MTC the
client fetched from DNS and by its ability to decapsulate the KEM ciphertext and recover the PSK, so it
sends neither a Certificate nor a CertificateVerify message. Sizes below assume ML-KEM-768 [9] and
ML-DSA-44 [10].



Where What changes Size

DNS record MTC over the KEM public key: the key (1 KB) plus an inclusion proof relative to +2 KB
a landmark the client already trusts (1 KB)

ClientHello KEM ciphertext in the PSK extension, alongside the usual PQ key share [11] +1 KB
Server flight ~ MTC (2 KB) and PQ handshake signature (2.4 KB) are no longer sent -44KB

The handshake shrinks by 3.4 KB. Counting the DNS record too, the saving shrinks to 1.4 KB.

O0-RTT on the first connection
Today 0-RTT requires a session ticket from a previous connection. With TLS Preflight, a client can
send 0-RTT data the first time it ever connects to a server. This helps especially when:

« High-latency paths. Removing round trips before application data flows matters most when RTTs
are elevated, for example on mobile networks or through multi-hop VPNs such as Apple Private
Relay [12].

+ Fresh connections are needed for each request. Privacy architectures such as Oblivious HTTP
[13], or Apple’s Private Cloud Compute [14], open a new connection for every request to keep
requests unlinkable. Each request would pay for a full TLS handshake, costing three or more round
trips before it can be sent. With TLS Preflight the request and response complete in a single round
trip.

ECH with no extra bytes and an authenticated config
+ Size. Conventional PQ ECH would need its own KEM ciphertext in the ClientHello. The PSK-based
ECH ciphersuite reuses the PSK already offered, so PQ ECH adds no bytes to a Preflight handshake.
« Authentication. ECH configs in DNS are unauthenticated today. With Preflight the config carries
an MTC, so the client verifies that the key belongs to the server before encrypting anything to it.

Deployment

« No changes to the TLS state machine. The client derives a PSK and offers it exactly as it would
a resumption PSK. Preflight can even be implemented at the application layer: the application
performs the DNS lookup and MTC verification and hands the resulting PSK to an unmodified TLS
library.

+ Only a few new pieces need to be standardized. A way to carry MTCs and the server’s 0-RTT
configuration in HT'TPS records, plus the details of how to derive a suitable PSK from the published
KEM public key.

« Composes with existing designs. It integrates cleanly with existing features like ECH, 0-RTT
and combined PSK and certificate authentication.

Related Work

Google’s original QUIC crypto protocol [15] from 2013 gave clients 0-RTT against servers whose public
key they had previously cached. The design was dropped when QUIC adopted TLS 1.3. The size of PQ
primitives, shorter certificate lifetimes and the introduction of ACME for certificate automation [16]
now make the design attractive again.

KEMTLS-PDK [17] proposed a similar idea for KEMTLS in 2021, later written up as the AuthKEM-
PSK draft [18]. The draft introduces its own extension, but an appendix sketches carrying the KEM
ciphertext in the PSK extension, much as proposed here.
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