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GOV.UK One Login

Central login for government services
GOV.UK Wallet

AWS

OAuth, OIDC, JOSE, VCs
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What we’ve been doing




OAuth /authorize request (signed)
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OAuth /authorize request (signed + encrypted)

Encryption: Authorize Request (Matched Algorithm Security Levels)
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Rollout & coordination

e |Large number of external parties
e [imelines will vary
e |Implementations will vary
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PQ/T

e The end goal is PQ-only
e Different ways to get there
e Opportunity to increase crypto-agility
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Conclusions

e [ransport constraints
e Rollout coordination
e PQ/T approaches & standardisation
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Appendix




Cumulative network egress

Algorithms Total network bytes

ES256 + RSA 2048 6748
ML-DSA-65 + ML-KEM-768 44549
ML-DSA-65/ES256 + X-Wing 56718
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AWS KMS Latency

Signing Latency vs Payload Size
Large Payloads: Serial
(Lambda memory=1024MB, iterations=500) (Mean + SEM)
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